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¢ Endpoint Security: This domain addresses endpoint protection including indicators of compromise,
limitations of signature-based anti-malware, UEBA, EDR

bEY 71 ¢ XDR, Behavioral Threat Prevention, endpoint security technologies like host firewalls and disk encryption,

and Cortex XDR features.

o Cybersecurity: This domain covers foundational security concepts including AAA framework, MITRE
FEwy 22 ATT&CK techniques, Zero Trust principles, advanced persistent threats, and common security
technologies like IAM, MFA, mobile device management, and secure email gateways.

¢ Cloud Security: This domain covers cloud architectures, security challenges across application security,
FEy 23 cloud posture, and runtime security, protection technologies like CSPM and CWPP, Cloud Native
Application Protection Platforms, and Cortex Cloud functionality.

e Secure Access: This domain examines SASE and SSE architectures, security challenges for data and
FEY 2 4 applications including Al tools, and technologies like Secure Web Gateway, CASB, DLP, Renote
Browser Isolation, SD-WAN, and Prisma SASE solutions.

Palo Alto Networks Cybersecurity Practitioner 38 X Cybersecurity-
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R #39
Which type of attack involves sending data packets disguised as queries to a remote server, which then sends the data back to the

attacker?

¢ A. Port evasion

¢ B. Command-and-control (C2)
e C.DDoS

e D. DNS tunneling

Ef#: D

R -

DNS tunneling is an attack technique where data packets are disguised as DNS queries and sent to a remote server. That server,
often under the attacker's control, responds with additional data or instructions, effectively creating a covert command-and-control
(C2) channel over DNS.

HA #40
How can local systens elimnate vulnerabilities?

A. Create preventative memory-corruption techniques.

B. Patch systens and software effectively and continuously.
C. Perform an attack on local systens.

D. Test and deploy patches on a focused set of systens.

Ef#: B

A -

Local systems can eliminate vulnerabilities by patching systenms and software effectively and continuously. Patching is the process of
applying updates or fixes to software or hardware components that have known vulnerabilities or bugs. Patching can prevent
attackers from exploiting these vulnerabilities and compromising the security or functionality of the systems. Patching should be done
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regularly and promptly, as new vulnerabilities are constantly discovered and exploited by cybercriminals. Patching should also be
done effectively, meaning that the patches are tested and verified before deployment, and that they do not introduce new
vulnerabilities or issues. Patching should also be done continuously, meaning that the systens are monitored for new vulnerabilities
and patches are applied as soon as they are available. Continuous patching can reduce the window of opportunity for attackers to
exploit unpatched vulnerabilities and cause damage or data breaches. Reference:

* 1: What is Patch Management? | Palo Alto Networks

* 2: Patch Management Best Practices: How to Keep Your Systens Secure | Snyk

* 3: Vulnerability Remediation Process - 4 Steps to Remediation | Snyk

HRE#41
‘Which subnet does the host 192.168.19.36/27 belong?

A. 192.168.19.16
B. 192.168.19.32
C. 192.168.19.64
D. 192.168.19.0

EfE: A

R -

To find the subnet that the host 192.168.19.36/27 belongs to, we need to convert the IP address and the subnet mask to binary
form and perform a logical AND operation. The /27 notation means that the subnet mask has 27 bits of ones and 5 bits of zeros. In
decimal form, the subnet mask is 255.255.255.224. The binary form of the IP address and the subnet mask are:

IP address: 11000000.10101000.00010011.00100100 Subnet mask: 11111111.11111111.11111111.11100000 The logical
AND operation gives us the network prefix:

Network prefix: 11000000.10101000.00010011.00100000

To get the subnet address, we convert the network prefix back to decimal form:

Subnet address: 192.168.19.32

The subnet address is the first address in the subnet range. To find the last address in the subnet range, we flip the bits of the subnet
mask and performa logical OR operation with the network prefix:

Flipped subnet mask: 00000000.00000000.00000000.00011111 Logical OR: 11000000.10101000.00010011.00111111 The
last address in the subnet range is:

Last address: 192.168.19.63

The subnet range is from 192.168.19.32 to 192.168.19.63. The host 192.168.19.36 belongs to this subnet. Therefore, the correct
answer is B. 192.168.19.16, which is the second address in the subnet range.

IP Subnet Calculator
Subnet Calculator - IP and CIDR
Which subnet does the host 192.168.19.36/27 belong? - VCEguide.com

i #42
What is an event-driven snippet of code that runs on managed infrastructure?

A. Serverless function
B. API

C. Hypervisor

D. Docker container

IEf#: A

AR :

A serverless function is an event-driven snippet of code that runs on managed infrastructure, typically as part of a Function as a
Service (FaaS) model. It is executed in response to events such as HTTP requests or database changes, and the cloud provider
handles the underlying infrastructure.

R #43
What type of DNS record maps an IPV6 address to a domain or subdomain to another hostname?



A. AAAA
B. SOA
C.NS

D. MX

EfE: A

RN -

An AAAA record is a type of DNS record that maps a domain name or a subdomain to an [Pv6 address. IPv6 is the latest version
of the Internet Protocol (IP) that uses 128-bit addresses to identify devices on the internet. An AAAA record is similar to an A
record, which maps a domain name or a subdomain to an IPv4 address, but with a different format and length. An example of an
AAAA record is:

example-website.com. IN AAAA 2001:db8::1234

In the example above, the record is made up of the following elements:

example-website.com.: The domain name or the subdomain that is mapped to an IPv6 address.

IN: The class of'the record, which indicates that it is on the internet.

AAAA: The type of the record, which indicates that it is an [Pv6 address record.

2001:db8::1234: The [Pv6 address that is mapped to the domain name or the subdomain. The address is written in hexadecimal
notation, with colons separating each 16-bit segment. Double colons (::) can be used to compress consecutive zero segments.

Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET) - Palo Alto Networks DNS AAAA record |
Cloudflare What's an AAAA record? - DNSimple Help List of DNS record types - Wikipedia
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