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ECCouncil Certified Threat Intelligence Analyst Sample Questions (Q15-
Q20):

NEW QUESTION # 15

Sarah is a security operations center (SOC) analyst working at JW Williams and Sons organization based in Chicago. As a part of
security operations, she contacts information providers (sharing partners) for gathering information such as collections of validated
and prioritized threat indicators along with a detailed technical analysis of malware samples, botnets, DDoS attack methods, and
various other malicious tools. She further used the collected information at the tactical and operational levels.

Sarah obtained the required information from which of the following types of sharing partner?

A. Providers of threat data feeds

B. Providers of threat actors

C. Providers of threat indicators

D. Providers of comprehensive cyber-threat intelligence

Answer: D

Explanation:

The mformation Sarah is gathering, which includes collections of validated and prioritized threat indicators along with detailed
technical analysis of malware samples, botnets, DDoS methods, and other malicious tools, indicates that she is obtamning this
ntelligence from providers of comprehensive cyber-threat intelligence.

These providers offer a holistic view of the threat landscape, combining tactical and operational threat data with in-depth analysis
and context, enabling security teans to make informed decisions and strategically enhance their defenses.

References:

"Cyber Threat Intelligence Providers: How to Choose the Right One for Your Organization," by CrowdStrike

"The Role of Comprehensive Cyber Threat Intelligence in Effective Cybersecurity Strategies," by FireEye

NEW QUESTION # 16

A network admmnistrator working in an ABC organization collected log files generated by a traffic monitoring system, which may not
seem to have useful information, but after performing proper analysis by him, the same information can be used to detect an attack in
the network.

Which of the following categories of threat information has he collected?

A. Strategic reports

B. Low-level data

C. Detection indicators
D. Advisories

Answer: B

NEW QUESTION # 17

James, a senior threat intelligence officer, was tasked with assessing the success and failure of the threat intelligence program
established by the organization. As part of the assessment, James reviewed the outcome of the mtelligence program, determined if
any improvements were required, and identified the past learnings that can be applied to future programs.

Identify the activity performed by James in the above scenario.

A. Determine the fulfillment of stakeholders

B. Report findings and recommendations

C. Conduct a gap analysis

D. Determine the costs and benefits associated with the program

Answer: B

Explanation:

The activity described involves reviewing outcomes, identifying improvements, and documenting lessons learned, which corresponds
to Reporting Findings and Recommendations.

This activity takes place in the evaluation and feedback phase of the threat intelligence lifecycle. It ensures the program remains



effective and continuously improves based on real-world results and organizational feedback.

Why the Other Options Are Incorrect:

* B. Determine the fulfilliment of stakeholders: Focuses on verifying if stakeholder requirements are met, not overall program
performance.

* C. Conduct a gap analysis: Identifies missing capabilities or processes, but does not encompass reviewing program success.
* D. Determine the costs and benefits: Involves financial evaluation, not operational assessiment.

Conclusion:

James was engaged in the Report Findings and Recommendations phase of program evaluation.

Final Answer: A. Report findings and recommendations

Explanation Reference (Based on CTIA Study Concepts):

CTIA highlights reporting findings and recommendations as a crucial feedback mechanism to enhance the effectiveness of intelligence

programs.

NEW QUESTION # 18

Kira works as a security analyst in an organization. She was asked to define and set up the requirements before collecting threat
mtelligence nformation. The requirements should focus on what must be collected in order to fulfil production ntelligence.
Which of the following categories of threat intelligence requirements should Kira focus on?

A. Production requirements
B. Collection requirements
C. Business requirements
D. Intelligence requirements

Answer: D

Explanation:

The phase described involves defining and setting up what intelligence needs to be collected before the actual collection process
begins. This aligns with the Intelligence Requirements phase of the threat intelligence lifecycle.

Intelligence Requirements define what information is needed and why it is needed to support decision- making or intelligence
production. These requirements guide the collection and analysis processes by specifying the goals and priorities of intelligence
gathering.

Kira's focus should be on determining the exact intelligence needs that will later drive the production of actionable insights.

Why the Other Options Are Incorrect:

* A. Production requirements: Concerned with how intelligence reports and outputs will be formatted and dissemnated after
analysis, not what data should be collected.

* C. Business requirements: Focus on organizational goals or project objectives, not specific intelligence needs.

* D. Collection requirements: Define how and from where to gather data, but are based on intelligence requirements, which come
first.

Conclusion:

Kira should define Intelligence Requirements, which determine what must be collected to fulfill intelligence production needs.
Final Answer: B. Intelligence requirements

Explanation Reference (Based on CTIA Study Concepts):

In the CTIA threat intelligence lifecycle, defining intelligence requirements is the first stage and establishes the foundation for effective
ntelligence collection and production.

NEW QUESTION # 19
Which of the following types of threat attribution deals with the identification of the specific person, society, or a country sponsoring
a well-planned and executed intrusion or attack over its target?

A. True attribution

B. Campaign attribution
C. Nation-state attribution
D. Intrusion-set attribution

Answer: A

Explanation:
True attribution in the context of cyber threats nvolves identifying the actual individual, group, or nation- state behind an attack or
mtrusion. This type of attribution goes beyond associating an attack with certain tactics, techniques, and procedures (TTPs) or a



known group and ains to pinpoint the real-world entity responsible. True attribution is challenging due to the anonymity of the
internet and the use of obfuscation techniques by attackers, but it is crucial for understanding the motive behind an attack and for
forming appropriate responses at diplomatic, law enforcement, or cybersecurity levels.

References:

"Attribution of Cyber Attacks: A Framework for an Evidence-Based Analysis" by Jason Healey

"The Challenges of Attribution in Cyberspace" in the Journal of Cyber Policy

NEW QUESTION # 20

The DumpsTorrent 312-85 exam practice questions are being offered in three different formats. These formats are DumpsTorrent
312-85 web-based practice test software, desktop practice test software, and PDF dumps files. All these three DumpsTorrent 312-
85 exam questions format are important and play a crucial role in your Certified Threat Intelligence Analyst (312-85) exam
preparation. With the DumpsTorrent 312-85 exam questions you will get updated and error-free Certified Threat Intelligence
Analyst (312-85) exam questions all the time. In this way, you cannot miiss a single Network Security Specialist 312-85 exam
question without an answer.
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