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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1252-Q1257):

NEW QUESTION # 1252
The PRIMARY outcome of a certification process is that it provides documented

A. system weaknesses for remediation.

B. interconnected systems and their implemented security controls.
C. security analyses needed to make a risk-based decision.

D. standards for security assessment, testing, and process evaluation.

Answer: C

NEW QUESTION # 1253
Drag the following Security Engineering terms on the left to the BEST definition on the right.

Answer:

Explanation:

NEW QUESTION # 1254
Which of the following computer recovery sites is the least expensive and the most difficult to test?

A. cold site.

B. warmssite.

C. mobile hot site.

D. non-mobile hot site.

Answer: A

Explanation:

Explanation/Reference:

Explanation:

A cold site is less expensive compared to a warmssite or a hot site. A cold site is a leased or rented facility that supplies the basic
environment, electrical wiring, air conditioning, plumbing, and flooring, but none of the equipment or additional services. A cold site is
essentially an empty data center.

Incorrect Answers:

A: A hot site is fully equipped and is therefore more expensive than a cold site.

B: A mobile (rolling) hot site is a mobile facility, typically the back of an 18-wheel truck. It has all of the capabilities of a hot site and
is very versatile, but expensive.

C: A warmsite is more expensive than a cold site, since it is a leased or rented facility that is usually partially configured with some
equipment, such as HVAC, and foundational infrastructure components, but not the actual computers.

References:

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, 2013, p. 921

NEW QUESTION # 1255
Which of the following is the MAIN reason that system re-certification and re-accreditation are needed?

A. To assist data owners in making future sensitivity and criticality determinations

B. To verify that security protection remains acceptable to the organizational security policy
C. To assure the software development team that all security issues have been addressed

D. To help the security team accept or reject new systemns for implementation and production

Answer: B

Explanation:
The main reason that system re-certification and re-accreditation are needed is to verify that the security protection of the system



remains acceptable to the organizational security policy, especially after significant changes or updates to the system Re-certification
is the process of reviewing and testing the security controls of the system to ensure that they are still effective and conmpliant with the
security policy. Re-accreditation is the process of authorizing the system to operate based on the results of the re-certification. The
other options are not the main reason for system re-certification and re-accreditation, as they either do not relate to the security
protection of the system (A and D), or do not involve re-certification and re-accreditation (B). References: CISSP All-in-One Exam
Guide, Eighth Edition, Chapter 10, page 633; Official (ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 10, page 695.

NEW QUESTION # 1256
An application team is running tests to ensure that user entry fields will not accept invalid input of any length. What type of negative
testing is this an example of?

A. Allowed number of characters
B. Population of required fields
C. Session testing

D. Reasonable data

Answer: A

NEW QUESTION # 1257
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