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CompTIA A+ Certification Exam: Core 2 585 220-1202 ;A B E (Q44-
Q49):

B #44
A user wants to use several used computers to set up a low-cost lab at home to study and test scripts for managing servers. Which

of the following would be the best operating system choice?

A. macOS

B. ChromeOS
C. Limux

D. Windows
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Ef: C
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Linux is the best choice for a low-cost home lab built fromused PCs because it is free/open source and widely used in server
environments, making it ideal for practicing server administration and scripting. Quentin Docter explains that Linux was created as a
free, open source OS and that it can finction as both a workstation OS and a server OS depending on installation and configuration-
exactly what a lab for

"managing servers' needs. The All-in-One guide also highlights that Linux was made "freely available for everyone," reinforcing why
it fits a low-cost requirement (no licensing cost). Mike Meyers' Lab Manual similarly describes Linux as a "popular, free, open
source" OS and emphasizes the importance of the command line-critical for scripting and automation in admin tasks.

By comparison, macOS requires Apple hardware, Windows typically requires licensing costs, and ChromeOS is designed as a
cloud-based/stateless OS centered on web apps and Google Drive, making it less suitable for broad server scripting labs.
References: Quentin Docter - CompTIA A+ Complete Study Guide (Linux free/open source; Linux as workstation/server;
ChromeOS cloud-based); Travis Everett & Andrew Hutz - CompTIA A+ All-in-One Exam Guide (Linux made freely available;
licensing context); Mark Soper - Mike Meyers' A+ Lab Manual (Linux free/open source; CLI importance for techs/scripting).

HM #45
A customer asks a help desk technician for help in selecting new computers. The customer would like to avoid expensive licensing

fees but would like all files to be kept locally. Which of the following operating systems should the technician recommend?

e A macOS

e B. Linux

e C. Chrone OS
e D. Windows

Ef#: B

fEEL:

The key requirements are (1) avoid expensive licensing fees and (2) keep files locally. Linux best matches both. Quentin Docter
explains that open source software is "freer than free," meaning the application is fiee and the source code is shared, and he explicitly
lists "OSs such as Linux" as open source examples. That directly supports the licensing-cost goal. By contrast, Windows and
macOS are commercial, licensed operating systems.

Chrome OS often works best when users rely heavily on cloud-based services and synchronization, which conflicts with the
customer's preference that "all files be kept locally” (even though local storage exists, Chrome OS is commonly positioned around
cloud workflows). Linux supports fully local file storage and gives the organization control over storage location, backup choices,
and offline access.

The All-in-One guide reinforces the idea that some developers (including Linus Torvalds for Linux) made software "freely available
for everyone," highlighting Linux as a no-licensing-fee option compared with commercial licensing models. Therefore, the best
recommendation is Linux (A).

H #46

A user's computer is able to access resources on the corporate network but is unable to access internet web pages with a browser.
Which of the following is most likely the reason?

A. TP address conflict

B. Incorrect subnet mask

C. Missing proxy settings

D. Disconnected Ethernet cable

IEf: C
At :

Missing proxy settings can prevent access to internet web pages while still allowing access to internal network resources.

B #47
A malicious actor uses multiple endpoints to target a single endpoint. Which of the following describes this threat?

e A On-path attack



¢ B. Distributed Denial of Service
e C. Structured Query Language njection
e D. Brute-force attack

IEf#: B

fiR .-

Using many separate systems (endpoints) to attack one target is the defining characteristic of a Distributed Denial of Service (DDoS)
attack. Mike Meyers' Lab Manual defines DDoS as: "An attack on a computer or network device in which multiple computers send
data and requests to the device in an attempt to overwhelm it so that it cannot perform normal operations." That description exactly
matches the scenario: many endpoints are coordinated to flood one endpoint, preventing legitimate use.

This is different from an on-path (man-in-the-middle) attack, which intercepts traffic between two parties; SQL injection, which
targets databases via malicious input; and brute-force attacks, which attempt repeated authentication guesses. The key clue is
multiple endpoints working together, which implies distribution (often via botnets) and service disruption by volume. That is why the
correct classification is Distributed Denial of Service (D).

HH #48
A company wants to reduce the negative ecological impacts of its business and has decided to hire an e-waste company to dispose
of equipment. Which of'the following should the e-waste company provide the business?

A. Shredding/drilling

B. Non-disclosure agreement
C. Certification of destruction
D. Low-level formatting

IEf: C

A -

‘When disposing of e-waste, it is important to ensure that the data on the equipment is securely destroyed and that the disposal
process complies with environmental regulations.

Non-disclosure agreement: Relates to confidentiality, not disposal.

Certification of destruction: The correct document verifying that the equipment has been disposed of in accordance with regulations
and standards, ensuring data is irretrievably destroyed.

Low-level formatting; A method to wipe data but does not guarantee compliance with e-waste disposal regulations.
Shredding/drilling: Physical destruction methods that might be used, but certification of destruction is the documentation needed.

B #49
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