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48. Frage

An administrator is configuring FortiNAC to manage FortiGate VPN users. As part of the configuration, the administrator must
configure a few FortiGate firewall policies. What is the purpose of the FortiGate firewall policy that applies to unauthorized VPN
clients?

A. To deny access to only the production DNS server
B. To allow access to only the FortiNAC VPN interface
C. To deny access to only the FortiNAC VPN interface
D. To allow access to only the production DNS server

Antwort: B

49. Frage
When creating a device profiling rule, what is an advantage of modeling the endpoint as a device in the inventory view?

A. The devices will have connection logs.

B. The devices can have scheduled connection status polling,
C. The device will have historic connection logs

D. The devices can be associated with a logged on user.

Antwort: C

Begrindung;
Modeling the endpoint as a device in the inventory allows FortiNAC-F to retain historical connection data for that device, providing
visibility into past connectivity events and behavior over time.

50. Frage

A network administrator is troubleshooting a network access issue for a specific host. The administrator suspects the host is being
assigned a different network access policy than expected.

Where would the administrator look to identify which network access policy, if any, is being applied to a particular host?

A. The Connections view

B. The Policy Logs view

C. The Port Properties view of the hosts port
D. The Policy Details view for the host

Antwort: D

Begrindung;

‘When troubleshooting network access in FortiNAC-F, it is offen necessary to verify exactly why a host has been granted a specific
level of access. Since FortiNAC-F evaluates policies from the top down and assigns access based on the first match, an
administrator needs a clear way to see the results of this evaluation for a specific live endpoint.

The Policy Details (C) view is the designated tool for this purpose. By navigating to the Hosts > Hosts (or Adapter View) in the
Administration UI, an administrator can search for the specific MAC address or IP of the host in question. Right-clicking on the host
record reveals a context menu from which Policy Details can be selected. This view provides a real-time "look" into the policy
engine's decision for that specific host, showing the Network Access Policy that was matched, the User/Host Profile that triggered
the match, and the resulting Network Access Configuration (VLAN/ACL) currently applied.

51. Frage
In a wireless integration, what method does FortiNAC use to obtain connecting MAC address information?

A. SNMP traps

B. Link traps

C. RADIUS

D. Endstation traffic monitoring

Antwort: C



52. Frage
‘Which two actions must the administrator perform to allow FortiNAC-F to process incoming syslog messages from an unknown
vendor? (Choose two.)

A. The device must be added as a log receiver in FortiNAC-F.

B. The device sending the messages must be modeled in the Network Inventory view
C. The device must be added as a server in the Host view

D. The device must have an event parser created for it.

Antwort: B,D

Begrindung;

An event parser must be created so FortiNAC-F can interpret and extract meaningful data from the unknown vendor's syslog
messages. The sending device must be modeled in the Network Inventory so FortiNAC-F can associate the incoming syslog
messages with a known device and properly process the generated events.
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