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Sample Questions (Q175-Q180):

NEW QUESTION # 175

SCENARIO

Please use the following to answer the next QUESTION:

Matt went into his son's bedroom one evening and found him stretched out on his bed typing on his laptop.

"Doing your network?" Matt asked hopefully.

"No," the boy said. "I'm filling out a survey."

Matt looked over his son's shoulder at his computer screen. "What kind of survey?" "It's asking Questions about my opinions."

"Let me see," Matt said, and began reading the list of Questions that his son had already answered. "[t's asking your opinions about
the government and citizenship. That's a little odd. You're only ten." Matt wondered how the web link to the survey had ended up in
his son's email inbox. Thinking the message might have been sent to his son by mistake he opened it and read it. It had come froman
entity called the Leadership Project, and the content and the graphics indicated that it was intended for children. As Matt read
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further he learned that kids who took the survey were automatically registered in a contest to win the first book in a series about
famous leaders.

To Matt, this clearly seemed like a marketing ploy to solicit goods and services to children. He asked his son if he had been
prompted to give information about himself in order to take the survey. His son told him he had been asked to give his name,
address, telephone number, and date of birth, and to answer Questions about his favorite games and toys.

Matt was concerned. He doubted if it was legal for the marketer to collect information from his son in the way that it was. Then he
noticed several other commercial emails from marketers advertising products for children in his son's inbox, and he decided it was
time to report the incident to the proper authorities.

How could the marketer have best changed its privacy management program to meet COPPA "Safe Harbor" requirements?

A. By regularly assessing the security risks to consumer privacy
B. By receiving FTC approval for the content of its emmails

C. By making a COPPA privacy notice available on website

D. By participating in an approved self-regulatory program

Answer: D

Explanation:

The Children's Online Privacy Protection Act (COPPA) is a federal law that protects the privacy of children under 13 who use
online sites and services. COPPA requires operators of such sites and services to obtain verifiable parental consent before
collecting, using, or disclosing personal information from children, and to provide notice of their information practices to parents and
the public. COPPA also gives parents the right to access, review, and delete their children's personal information, and to limit further
collection or use of such nformation. 1 One way for operators to comply with COPPA is to participate in an approved self-
regulatory program, also known as a "safe harbor" program These are prograns that are run by industry groups or other
organizations that set and enforce standards for privacy protection that meet or exceed the requirements of COPPA.

Operators that join a safe harbor program and follow its guidelines are deemed to be in compliance with COPPA and are subject to
the review and disciplinary procedures of the program instead of FTC enforcement actions. The FTC has approved several safe
harbor programs, such as CARU, ESRB, iKeepSafe, kidlSAFE, PRIVO, and TRUSTe.2 By participating in an approved self-
regulatory program, the marketer in the scenario could have best changed its privacy management program to meet COPPA "Safe
Harbor" requirements. This would mean that the marketer would have to adhere to the guidelines of the program, which would likely
include obtaining verifiable parental consent before collecting personal information from children, providing clear and prominent
privacy notices on its website and emails, honoring parents' choices and requests regarding their children's data, and ensuring the
security and confidentiality of the data collected. The marketer would also benefit from the oversight and assistance of the program in
ensuring compliance and resolving any complaints or disputes.3 References: 1: Complying with COPPA: Frequently Asked
Questions4, Section A2: COPPA Safe Harbor Program3: IAPP CIPP/US Certified Information Privacy Professional Study Guide,
page 143.

NEW QUESTION # 176

SCENARIO

Please use the following to answer the next QUESTION:

Cheryl is the sole owner of Fitness Coach, Inc., a medium-sized company that helps individuals realize their physical fitness goals
through classes, individual instruction, and access to an extensive indoor gym. She has owned the company for ten years and has
always been concerned about protecting customer's privacy while maintaining the highest level of service. She is proud that she has
built long-lasting customer relationships.

Although Cheryl and her staff have tried to make privacy protection a priority, the company has no formal privacy policy. So Cheryl
hired Janice, a privacy professional, to help her develop one.

After an initial assessment, Janice created a first of a new policy. Cheryl read through the draft and was concerned about the many
changes the policy would bring throughout the company. For example, the draft policy stipulates that a customer’s personal
mformation can only be held for one year after paying for a service such as a session with personal trainer. It also promises that
customer nformation will not be shared with third parties without the written consent of the customer. The wording of these rules
worry Cheryl since stored personal information often helps her company to serve her customers, even if there are long pauses
between their visits. In addition, there are some third parties that provide crucial services, such as aerobics instructors who teach
classes on a contract basis. Having access to customer files and understanding the fitness levels of their students helps instructors to
organize their classes.

Janice understood Cheryl's concerns and was already formulating some ideas for revision. She tried to put Cheryl at ease by pointing
out that customer data can still be kept, but that it should be classified according to levels of sensitivity. However, Cheryl was
skeptical. It seemed that classifying data and treating each type differently would cause undue difficulties in the company's day-to-
day operations. Cheryl wants one simple data storage and access system that any employee can access if needed.

Even though the privacy policy was only a draft, she was begnning to see that changes within her company were going to be
necessary. She told Janice that she would be more comfortable with implementing the new policy gradually over a period of several



months,one department at a time. She was also interested in a layered approach by creating documents listing applicable parts of the
new policy for each department.
Based on the scenario, which of the following would have helped Janice to better meet the company's needs?

A. Spending more time understanding the company's information goals

B. Creating a more comprehensive plan for implementing a new policy

C. Removing the financial burden of the company's employee training program
D. Explaning the importance of transparency in implementing a new policy

Answer: A

Explanation:

According to the Wiley study guide, one of the steps in developing a privacy policy is to conduct a privacy assessment, which
involves identifying the organization's information goals and needs, as well as the legal and regulatory requirenments that apply to its
data collection and use practices3. By spending more time understanding the company's information goals, Janice would have been
able to tailor the privacy policy to fit the company's business model and customer expectations, while still complying with the relevant
privacy laws and standards. This would have also helped Janice to address Cheryl's concerns about the impact of the policy on the
company's operations and customer relationships, and to propose solutions that balance privacy protection and service delivery.
References:

1: https//iapp.org/certify/cippus/

2: https://iapp.org/certify/get-certified/cippus/

3
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4:
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NEW QUESTION # 177
An organization self-certified under Privacy Shield must, upon request by an individual, do what?

A. Provide the identities of third parties with whom the organization shares personal information.

B. Provide the identities of third and fourth parties that may potentially receive personal information.

C. Identify all personal information disclosed during a criminal investigation.

D. Suspend the use of all personal information collected by the organization to fulfill its original purpose.

Answer: A

Explanation:

According to the Privacy Shield Principles, an organization that self-certifies under the Privacy Shield Framework must provide
mdividuals with the choice to opt out of the disclosure of their personal information to a third party or the use of their personal
information for a purpose that is materially different from the purpose for which it was originally collected or subsequently authorized
by the individual. To facilitate this choice, the organization must inform the individual of the type or identity of the third parties to
which it discloses personal information and the purposes for which it does so. The organization must also provide a readily available
and affordable independent recourse mechanism to investigate and resolve complaints and disputes regarding its compliance with the
Privacy Shield Principles. If the organization transfers personal information to a third party acting as an agent, it must ensure that the
agent provides at least the same level of privacy protection as is required by the Privacy Shield Principles and that it takes
reasonable and appropriate steps to ensure that the agent effectively processes the personal information transferred in a manner
consistent with the organization's obligations under the Privacy Shield Principles.

NEW QUESTION # 178
Which action is prohibited under the Electronic Communications Privacy Act of 19867

A. Monitoring all employee telephone calls

B. Monitoring employee telephone calls of a personal nature

C. Intercepting electronic communications and unauthorized access to stored communications
D. Accessing stored communications with the consent of the sender or recipient of the message

Answer: C



Explanation:

The Electronic Communications Privacy Act of 1986 (ECPA) is a federal law that protects the privacy of wire, oral, and electronic
commumnications while they are being made, in transit, or stored on computers. The ECPA has three titles: Title I prohibits the
intentional interception, use, or disclosure of wire, oral, or electronic communications, except for certain exceptions, such as consent,
provider protection, or law enforcement purposes. Title II, also known as the Stored Communications Act (SCA), prohibits the
unauthorized access to or disclosure of stored wire or electronic communications, such as email, voicemail, or online messages,
except for certain exceptions, such as consent, provider protection, or law enforcement purposes. Title 111 regulates the installation
and use of pen register and trap and trace devices, which record the numbers dialed to or from a telephone line, but not the content
of the communications. Therefore, the action that is prohibited under the ECPA is intercepting electronic communications and
unauthorized access to stored communications, which are covered by Title I and Title IT of the Act, respectively.

NEW QUESTION # 179
A company's employee wellness portal offers an app to track exercise activity via users' mobile devices. Which of the following
design techniques would most effectively inform users of their data privacy rights and privileges when using the app?

A. Publish a privacy policy written in clear, concise, and understandable language.

B. Offer information about data collection and uses at key data entry points.

C. Provide a link to the wellness program privacy policy at the bottom of each screen.
D. Present a privacy policy to users during the wellness program registration process.

Answer: B

Explanation:

The design technique that would most efectively inform users of their data privacy rights and privileges when using the app is to offer
mformation about data collection and uses at key data entry points. This technique is also known as "just-in-time" or "layered" notice,
and it is recommended by the U.S. Federal Trade Commission (FTC) as a best practice for mobile app developers. The idea behind
this technique is to provide users with relevant and timely information about how their data is collected and used by the app, and
what choices they have to control their data, at the moment when they are asked to provide or access their data. For example, if the
app collects location data from the user's device, it should display a pop-up notice explaining why it needs the location data, how it
will use it, and how the user can opt-out or change the settings. This way, the user can make an informed decision about whether to
allow or deny the app's access to their data, and understand the consequences of their choice.

The advantage of this technique is that it avoids overwhelming the user with too much information at once, and instead provides
concise and contextual information that is easy to understand and act upon. It also increases the user's trust and confidence in the
app, as they feel more in control of their data and privacy

NEW QUESTION # 180

Why we are ahead of the other sites in the IT training industry? Because the information we provide have a wider coverage, higher
quality, and the accuracy is also higher. So DumpsQuestion is not only the best choice for you to participate in the IAPP
Certification CIPP-US Exam, but also the best protection for your success.
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