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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q596-Q601):
NEW QUESTION # 596 
A company has developed APIs that use Amazon API Gateway with Regional endpoints. The APIs call AWS Lambda functions
that use API Gateway authentication mechanisms. After a design review, a solutions architect identifies a set of APIs that do not
require public access. The solutions architect must design a solution to make the set of APIs accessible only from a VPC. All APIs
need to be called with an authenticated user.
Which solution will meet these requirements with the LEAST amount of effort?

A. Deploy the Lambda functions inside the VPC. Provision an EC2 instance, and install an Apache server. From the Apache
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server, call the Lambda functions. Use the internal CNAME record of the EC2 instance to call the API from the VPC.
B. Create an internal Application Load Balancer (ALB). Create a target group. Select the Lambda function to call. Use the
ALB DNS name to call the API from the VPC.
C. Remove the DNS entry that is associated with the API in API Gateway. Create a hosted zone in Amazon Route 53.
Create a CNAME record in the hosted zone. Update the API in API Gateway with the CNAME record. Use the CNAME
record to call the API from the VPC.
D. Update the API endpoint from Regional to private in API Gateway. Create an interface VPC endpoint in the VPC. Create
a resource policy, and attach it to the API. Use the VPC endpoint to call the API from the VPC.

Answer: D

Explanation:
This solution requires the least amount of effort as it only requires to update the API endpoint to private in API Gateway and create
an interface VPC endpoint. Then create a resource policy and attach it to the API. This will make the API only accessible from the
VPC and still keep the authentication mechanism intact.
Reference:
https://aws.amazon.com/premiumsupport/knowledge-center/private-api-gateway-vpc-endpoint/
https://aws.amazon.com/api-gateway/features/

NEW QUESTION # 597 
A company is planning a one-time migration of an on-premises MySQL database to Amazon Aurora MySQL in the us-east-1
Region. The company's current internet connection has limited bandwidth. The on-premises MySQL database is 60 TB in size The
company estimates that it will take a month to transfer the data to AWS over the current internet connection.
The company needs a migration solution that will migrate the database more quickly Which solution will migrate the database in the
LEAST amount of time?

A. Use AWS DataSync with the current internet connection to accelerate the data transfer between the on-premises data
center and AWS Use AWS Application Migration Service to migrate the on-premises MySQL database to Aurora MySQL.
B. Request a 1 Gbps AWS Direct Connect connection between the on-premises data center and AWS Use AWS Database
Migration Service (AWS DMS) to migrate the on-premises MySQL database to Aurora MySQL.
C. Order an AWS Snowball Edge Device Load the data into an Amazon S3 bucket by using the S3 interface Use AWS
Database Migration Service (AWS DMS) to migrate the data from Amazon S3 to Aurora MySQL
D. Order an AWS Snowball Device Load the data into an Amazon S3 bucket by using the S3 Adapter for Snowball Use
AWS Application Migration Service to migrate the data from Amazon S3 to Aurora MySQL.

Answer: C

NEW QUESTION # 598 
A company has a website that serves many visitors. The company deploys a backend service for the website in a primary AWS
Region and a disaster recovery (DR) Region.
A single Amazon CloudFront distribution is deployed for the website. The company creates an Amazon Route
53 record set with health checks and a failover routing policy for the primary Region's backend service. The company configures the
Route 53 record set as an origin for the CloudFront distribution. The company configures another record set that points to the
backend service's endpoint in the DR Region as a secondary failover record type. The TTL for both record sets is 60 seconds.
Currently, failover takes more than 1 minute. A solutions architect must design a solution that will provide the fastest failover time.
Which solution will achieve this goal?

A. Set the TTL to 1 second for the existing Route 53 record sets that are used for the backend service in each Region.
B. Deploy an additional CloudFront distribution. Create a new Route 53 failover record set with health checks for both
CloudFront distributions.
C. Create a CloudFront origin group that includes two origins, one for each backend service Region.Configure origin failover
as a cache behavior for the CloudFront distribution.
D. Create new record sets for the backend services by using a latency routing policy. Use the record sets as an origin in the
CloudFront distribution.

Answer: C



NEW QUESTION # 599 
An EC2-based ticketing service pulls a frequently updated pricing file (stored in S3) on startup. Sometimes EC2s have stale pricing,
causing charge issues.

A. Use Mountpoint for S3 to mount the pricing file to EC2.
B. Lambda updates DynamoDB with new prices.
C. Use Multi-Attach EBS volume for price file.
D. Lambda updates Amazon EFS.

Answer: A

Explanation:
Comprehensive and Detailed Explanation:
Mountpoint for Amazon S3allows EC2 instances to directly access files in S3 as aPOSIX-compliant mount point, ensuring they
always get the latest data without copying or syncing.
It's simple and cost-effective for read-heavy patterns.
#Mountpoint for Amazon S3

NEW QUESTION # 600 
A company is hosting a monolithic REST-based API for a mobile app on five Amazon EC2 instances in public subnets of a VPC.
Mobile clients connect to the API by using a domain name that is hosted on Amazon Route 53. The company has created a Route
53 multivalue answer routing policy with the IP addresses of all the EC2 instances. Recently, the app has been overwhelmed by
large and sudden increases to traffic. The app has not been able to keep up with the traffic.
A solutions architect needs to implement a solution so that the app can handle the new and varying load.
Which solution will meet these requirements with the LEAST operational overhead?

A. Create an Application Load Balancer (ALB) in front of the API. Move the EC2 instances to private subnets in the VPC.
Add the EC2 instances as targets for the ALB. Update the Route 53 record to point to the ALB.
B. Separate the API into individual AWS Lambda functions. Configure an Amazon API Gateway REST API with Lambda
integration for the backend. Update the Route 53 record to point to the API Gateway API.
C. Containerize the API logic. Create an Amazon Elastic Kubernetes Service (Amazon EKS) cluster. Run the containers in
the cluster by using Amazon EC2. Create a Kubernetes ingress. Update the Route 53 record to point to the Kubernetes
ingress.
D. Create an Auto Scaling group. Place all the EC2 instances in the Auto Scaling group. Configure the Auto Scaling group to
perform scaling actions that are based on CPU utilization. Create an AWS Lambda function that reacts to Auto Scaling group
changes and updates the Route 53 record.

Answer: B

Explanation:
By breaking down the monolithic API into individual Lambda functions and using API Gateway to handle the incoming requests, the
solution can automatically scale to handle the new and varying load without the need for manual scaling actions. Additionally, this
option will automatically handle the traffic without the need of having EC2 instances running all the time and only pay for the number
of requests and the duration of the execution of the Lambda function.
By updating the Route 53 record to point to the API Gateway, the solution can handle the traffic and also it will direct the traffic to
the correct endpoint.

NEW QUESTION # 601
......
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