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Answer: C

Explanation:

Comprehensive and Detailed In-Depth

A . Correct Answer:

ISO/IEC 270012022 Clause 10.1 (Improvement) requires organizations to submit action plans to address audit findings.
Clastus must document an action plan before corrective actions can be evaluated or followed up.

B. Incorrect:

Corrective actions can only be evaluated after action plans are submitted and implemented.

C . Incorrect:

Follow-up occurs after corrective actions have been executed and verified.

Relevant Standard Reference:
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ISO/IEC
Audit Evidence 27001:2022
Requirements

The top management has signed and
approved the ISMS policy (Document
reference ID: ISMS_L1_01, version 1.3),
mobile device policy (Document reference
ID: ISMS_L2_07, version 1, release 4), and
information security objectives are linked to
Annex A's information security control
objectives.
Testing on 5 medical staff’'s mobile phones,
all mobile phones are pin code protected
screen lock and the 15 digits IME .
(International Mobile Equipment Identity) are,”
registered in the asset register (Document
reference ID: ISMS_L4_01, version:2.1).
Interview with IT staff (employee ID: NH-
1268); he is well informed and understood
the mobile device policy. You.checked his
mobile phone and found it is 6-digits pin

code protected and NO résident’s data is D —\
stored. - s -

Interview with human resource manager;
sampling on medical staff’s information
security roles.and responsibilities are
assigned in the job description (Document
reference ID: ISMS_L4_04, version 1.0).

To complete the table click on the blank section you want to
complete so that it is highlighted in red, and then click on the
applicable text from the options below. Alternatively, you may

rag and drop each of the following ISO/IEC 27001 clauses to
the correct statement.

(Clause 5.1a) [Clause 7.3| | A8.1 | [Clause 5.3
Answer:

Explanation:
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Answer: A,CF

Explanation:

According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control 5.7 requires an organization to establish and maintain a threat
mtelligence process to identify and evaluate information security threats that are relevant to its ISMS scope and objectives1. The
organization should use internal and external sources of information, such as vulnerability databases, threat feeds, industry reports,
etc., to produce threat ntelligence that can be used to support risk assessment and treatment, as well as other information security
activities1. Therefore, when auditing the organization's application of control 5.7, an ISMS auditor should verify that these aspects
are met in accordance with the audit criteria.

Three options that represent valid audit trails for verifying control 5.7 are:

* T will review the organisation's threat intelligence process and will ensure that this is filly documented:

This option is valid because it can provide evidence of how the organization has established and maintained a threat intelligence
process that is consistent with its ISMS scope and objectives. It can also verify that the process is documented according to clause
7.5 of ISO/IEC 27001:20221.

* T will check that threat mtelligence is actively used to protect the confidentiality, integrity and availability of the organisation's
mformation assets: This option is valid because it can provide evidence of how the organization has used threat intelligence to support
its risk assessment and treatment, as well as other information security activities, such as incident response, awareness, or
monitoring, It can also verify that the organization has achieved its information security objectives according to clause 6.2 of
ISO/IEC 2700120221.

* T will determine whether internal and external sources of nformation are used in the production of threat intelligence: This option is
valid because it can provide evidence of how the organization has used various sources of information, such as vulnerability
databases, threat feeds, industry reports, etc., to produce threat intelligence that is relevant and reliable. It can also verify that the
organization has complied with the requirement of control 5.7 of ISO/IEC 27001:20221.

The other options are not valid audit trails for verifying control 5.7, as they are not related to the control or its requirements. For
example:

* T will speak to top management to make sure all staff are aware of the importance of reporting threats:

This option is not valid because it does not provide evidence of how the organization has established and maintained a threat
mntelligence process or used threat ntelligence to support its ISMS activities. It may be related to another control or requirement
regarding information security awareness or commnication, but not specifically to control 5.7.

* [ will ensure that the task of producing threat intelligence is assigned to the organisation s internal audit teanm: This option is not valid
because it does not provide evidence of how the organization has established and maintained a threat intelligence process or used
threat intelligence to support its ISMS activities. It may also contradict the requirement for auditor independence and objectivity, as
recommended by ISO 19011:20182, which provides guidelines for auditing management systens.

* [ will ensure that the organisation's risk assessment process begins with effective threat intelligence:

This option is not valid because it does not provide evidence of how the organization has established and maintained a threat
mtelligence process or used threat intelligence to support its ISMS activities. It may also imply a prescriptive approach to risk
assessment that is not consistent with ISO/IEC 27005:

20183, which provides guidelines for information security risk management.

* T will review how information relating to information security threats is collected and evaluated to produce threat intelligence: This
option is not valid because it does not provide evidence of how the organization has established and maintained a threat intelligence
process or used threat intelligence to support its ISMS activities. It may also be too vague or broad to be an effective audit trail, as it
does not specify what criteria or methods are used for collecting and evaluating information.

* T will ensure that appropriate measures have been introduced to inform top management as to the effectiveness of current threat



ntelligence arrangements: This option is not valid because it does not provide evidence of how the organization has established and
maintained a threat intelligence process or used threat intelligence to support its ISMS activities. It may be related to another control
or requirement regarding management review or performance evaluation, but not specifically to control

5.7.

References: ISO/IEC 2700122022 - Information technology - Security techniques - Information security management systems -
Requirements, ISO 19011:2018 - Guidelines for auditing management systems, ISO

/IEC 27005:2018 - Information technology - Security techniques - Information security risk management
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Answer: B

Explanation:
No, the auditor should uphold objectivity even when deciding whether to accept the audit mandate or not. Discussing previous audit
reports with a friend who is an internal auditor at the auditee may compromise the external auditor's objectivity and independence.
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Answer: AJE

Explanation:

In the context of a third-party certification audit, the management responsibilities of the audit team leader in managing the audit and
the audit team include adopting a risk-based approach to planning the audit and establishing contact with the auditee. A risk-based
approach to planning the audit means that the team leader should consider the risks and opportunities that may affect the
achieverment of the audit objectives, the scope and criteria, the audit methods and techniques, the allocation of resources and the
assignment of tasks to the audit team members. Establishing contact with the auditee means that the team leader should commumicate
with the auditee before, during and after the audit, to confirm the audit arrangements, to obtain relevant information, to address any
issues or concerns, to provide feedback and to report the audit results and conclusions. References: = ISO 19011:2022, clauses
6.4.1 and 6.4.2; PECB Candidate Handbook ISO 27001 Lead Auditor, pages 24 and 25.
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