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HM #99
‘What does the Endpoint Security Homepage offer useful resources for?

e A. Complicated Practices
¢ B. Quantum Management
e C. Unix Client OS Support
¢ D. Best Practices
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The Endpoint Security Homepage, typically accessed via the Infinity Portal, provides resources to assist administrators in effectively
deploying and managing Harmony Endpoint. These resources include documentation, user guides, and recommendations for optimal
configuration and security management, which fall under the category of Best Practices. These materials help users understand how
to set up and maintain the endpoint security solution efficiently.

Option A, Conmplicated Practices, is not a recognized category of resources and does not align with the purpose of the homepage.
Option C, Unix Client OS Support, is not specifically highlighted as a focus of the homepage resources, as Harmony Endpoint
primarily targets Windows and other common operating systemns, with no prominent mention of Unix support in this context. Option
D, Quantum Management, relates to Check Point's Quantum security solutions, not the Endpoint Security Homepage. Therefore, the
correct answer is B. Best Practices.

H #100
Which of'the following is TRUE about the finctions of Harmony Endpoint components?

A. SmartEndpoint connects to the Check Point Security Management Server (SMS)

B. Web Management Console for Endpoint connects to the Check Point Security Management Server (SMS)
C. SmartEndpoint Console connects to and manages the Endpoint Management Server (EMS)

D. SmartConsole connects to and manages the Endpoint Management Server (EMS)

H
R
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B #101

What does pre-boot protection require of users?

¢ A To regularly change passwords

¢ B. To authenticate before the computer's OS starts
e C. To answer a security question after login

¢ D. To authenticate before the computer will start

IEf#: B

fi .-

Pre-boot protection in Check Point Harmony Endpoint requires usersto authenticate before the computer's operating system (OS)
starts. This ensures that the system remains secure before the OS loads, preventing unauthorized access to encrypted data.
TheCP_R81.20 Harmony Endpoint Server AdminGuide.pdfonpage

223, under "Authentication before the Operating System Loads (Pre-boot)," explains:

"only authorized users are given access to information stored on desktops and laptops" by requiring authentication before the OS
loads.

This pre-boot authentication process typically involves entering a password, using a smart card, or providing a token response in a
pre-boot environment displayed by the Endpoint Client before the Windows or other OS boot sequence begins. This aligns
withOption C ("To authenticate before the computer's OS starts").

* Option A ("To authenticate before the computer will start")is misleading; the computer powers on and starts its hardware
mnitialization, but the OS does not load until authentication occurs. "Before the computer will start" implies the hardware itself won't
power on, which is inaccurate.

* Option B (""To answer a security question after login")is incorrect because pre-boot protection occurs before the OS login, not
after.

* Option D ("To regularly change passwords")relates to password policy (covered on page 264 under

"Password Complexity and Security"), not the immediate requirement of pre-boot protection.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 223: "Authentication before the Operating System Loads (Pre-
boot)" (describes the requirement for users to authenticate before the OS starts).

R #102
‘Which Harmony Endpoint environment is better choice for companies looking for more control when deploying the product?



A. Both On-premises and Cloud environment is the right choice. Both offer same control over the operations, when deploying
the product only difference is in support cost.

¢ B. On-premises environment, because it offers more options for deployment, greater control over operations, but is also more
costly to support.

C. On-premises environment, because it offers more options for client deployments and features, same control over the
operations as in Cloud environment but is more costly to support.

D. Cloud environment, because it offers easier deployment of servers, offers same control over operations as in On-premises
environments, but is not as costly to support.

IEf%: B

H #103
What is the command required to be run to start the Endpoint Web Interface for on-premises Harmony Endpoint Web Interface
access?

A. web_mgnt_start - run in expert mode
B. start web_mgmt - run in expert mode
C. start web_mgmt - run in dish
D. web_mgnt_start - run in dish

EfE: A
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