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¢ Domain Digital Forensics in Cybersecurity: This domain measures the skills of Cybersecurity technicians

and focuses on the core purpose of digital forensics in a security environment. It covers the techniques used
Topic 1 to investigate cyber incidents, examine digital evidence, and understand how findings support legal and
organizational actions.

¢ Domain Evidence Analysis with Forensic Tools: This domain measures skills of Cybersecurity technicians
and focuses on analyzing collected evidence using standard forensic tools. It includes reviewing disks, file
Topic 2 systemns, logs, and system data while following approved mnvestigation processes that ensure accuracy and

ntegrity.

¢ Domain Incident Reporting and Communication: This domain measures the skills of Cybersecurity Analysts
and focuses on writing incident reports that present findings from a forensic investigation. It includes
documenting evidence, summarizing conclusions, and communicating outcommes to organizational
stakeholders in a clear and structured way.

Topic 3

e Domain Legal and Procedural Requirements in Digital Forensics: This domain measures the skills of Digital

Forensics Technicians and focuses on laws, rules, and standards that guide forensic work. It includes
Topic 4 identifying regulatory requirements, organizational procedures, and accepted best practices that ensure an
mvestigation is defensible and properly executed.

¢ Domain Recovery of Deleted Files and Artifacts: This domain measures the skills of Digital Forensics

Technicians and focuses on collecting evidence from deleted files, hidden data, and system artifacts. It
Topic 5 includes identifying relevant remnants, restoring accessible information, and understanding where digital
traces are stored within different systems.

WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q26-Q31):

NEW QUESTION # 26
How should a forensic scientist obtain the network configuration froma Windows PC before seizing it froma crime scene?

A. By rebooting the computer into safe mode

B. By opening the Network and Sharing Center

C. By using the ipconfig command from a command prompt on the computer
D. By checking the system properties

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The ipconfig command executed at a Windows command prompt displays detailed network configuration information such as IP
addresses, subnet masks, and default gateways. Collecting this information prior to seizure preserves volatile evidence relevant to the
mnvestigation.

* Documenting network settings supports the understanding of the suspect system's connectivity at the time of seizure.

* NIST recommends capturing volatile data (including network configuration) before shutting down or disconnecting a suspect
machine.

Reference:NIST SP 800-86 and forensic best practices recommend gathering volatile evidence using system commands like

ipconfig,

NEW QUESTION # 27
Which method is used to implement steganography through pictures?

A. Metadata alteration

B. Least Significant Bit (LSB) insertion
C. Encrypting image pixels

D. File compression



Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Least Significant Bit (LSB) insertion involves modifying the least significant bits of image pixel data to embed hidden information.
Changes are imperceptible to the human eye, making this a common steganographic technique.

* LSB insertion is widely studied and targeted in steganalysis.

* Tt allows covert data embedding without increasing file size significantly.

ReferenceForensic and anti-forensics manuals reference LSB as a standard image steganography method.

NEW QUESTION # 28
‘Which United States law requires telecommunications equipment manufacturers to provide built-in surveillance capabilities for
federal agencies?

A. Health Insurance Portability and Accountability Act (HIPAA)

B. The Privacy Protection Act (PPA)

C. Electronic Communications Privacy Act (ECPA)

D. Comnunications Assistance to Law Enforcement Act (CALEA)

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

CALEA mandates that telecommumnications equipment and service providers design systems capable of allowing federal law
enforcement to conduct authorized electronic surveillance. This includes wiretapping and data interception capabilities.

* This law is essential for lawful monitoring in nvestigations.

* It affects hardware design and network infrastructure.

Reference:CALEA is consistently referenced in forensic standards concerning lawful interception requirements.

NEW QUESTION # 29
A forensic scientist arrives at a crime scene to begin collecting evidence.
What is the first thing the forensic scientist should do?

A. Document user passwords

B. Run antivirus scans

C. Photograph all evidence in its original place
D. Seize the computer immediately

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Documenting the scene through photographs preserves the original state of evidence before it is moved or altered. This supports
chain of custody and evidence integrity, providing context during analysis and court proceedings.

* Photographic documentation is a standard step in forensic protocols.

* It ensures the scene is accurately recorded.

Reference:According to forensic nvestigation standards (NIST SP 800-86), photographing the scene is the mitial action upon
arrival

NEW QUESTION # 30
How should a forensic scientist obtain the network configuration froma Windows PC before seizing it froma crime scene?

A. By rebooting the computer into safe mode

B. By opening the Network and Sharing Center

C. By using the ipconfig command froma command prompt on the computer
D. By checking the system properties

Answer: C



Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The ipconfig command executed at a Windows command prompt displays detailed network configuration information such as IP
addresses, subnet masks, and default gateways. Collecting this information prior to seizure preserves volatile evidence relevant to the
investigation.

* Documenting network settings supports the understanding of the suspect system's connectivity at the time of seizure.

* NIST recommends capturing volatile data (including network configuration) before shutting down or disconnecting a suspect
machine.

Reference:NIST SP 800-86 and forensic best practices recommend gathering volatile evidence using system commands like
ipconfig,

NEW QUESTION # 31
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