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Refer to the exhibit.
An administrator cannot see any of the Traffic logs from the Palo Alto Networks NGFW on Panoram a. The configuration problem
seems to be on the firewall side. Where is the best place on the Palo Alto Networks NGFW to check whether the configuration is
correct?

A. Option

B. Option

C. Option

D. Option

Antwort: A

Begründung:
https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/manage-log-collection/configure-log-forwarding-to-
panorama.html#

108. Frage 
In High Availability, which information is transferred via the HA data link?

A. User-ID information
B. heartbeats
C. session information
D. HA state information

Antwort: C

Begründung:
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/high-availability/ha-concepts/ha- links-and-backup-links.html

109. Frage 
Which rule type controls end user SSL traffic to external websites?

A. SSL Inbound Inspection
B. SSL Outbound Proxyless Inspection
C. SSL Forward Proxy
D. SSH Proxy

Antwort: C

Begründung:
The SSL Forward Proxy rule type is designed to control and inspect SSL traffic from internal users to external websites. When an
internal user attempts to access an HTTPS site, the Palo Alto Networks firewall, acting as an SSL Forward Proxy, intercepts the
SSL request. It then establishes an SSL connection with the requested website on behalf of the user. Simultaneously, the firewall
establishes a separate SSL connection with the user.
This setup allows the firewall to decrypt and inspect the traffic for threats and compliance with security policies before re-encrypting
and forwarding the traffic to its destination.
This process is transparent to the end user and ensures that potentially harmful content delivered over encrypted SSL connections
can be identified and blocked. SSL Forward Proxy is a critical component of a comprehensive security strategy, allowing
organizations to enforce security policies and protect against threats in encrypted traffic.

110. Frage 
Which statement accurately describes how web proxy is run on a firewall with multiple virtual systems?

A. It can run on multiple virtual systems without issue.



B. It can run on a single virtual system and multiple virtual systems.
C. It can run only on a single virtual system.
D. It can run only on a virtual system with an alias named "web proxy.

Antwort: B

111. Frage 
Refer to the diagram. Users at an internal system want to ssh to the SSH server. The server is configured to respond only to the ssh
requests coming from IP 172.16.16.1.
In order to reach the SSH server only from the Trust zone, which Security rule and NAT rule must be configured on the firewall?

A. NAT Rule:Source Zone: Trust -Source IP: 192.168.15.0/24 -Destination Zone: Trust -Destination IP:
192.168.15.1 -Destination Translation: Static IP / 172.16.15.10Security Rule:Source Zone: Trust - Source IP:
192.168.15.0/24 -Destination Zone: Server -Destination IP: 172.16.15.10 -Application: ssh
B. NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Trust -Destination IP: 192.168.15.1 - Destination
Translation: Static IP /172.16.15.10Security Rule:Source Zone: Trust -Source IP: Any - Destination Zone: Server -
Destination IP: 172.16.15.10 -Application: ssh
C. NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Server -Destination IP: 172.16.15.10
-Source Translation: Static IP / 172.16.15.1Security Rule:Source Zone: Trust -Source IP: Any - Destination Zone: Trust -
Destination IP: 172.16.15.10 -Application: ssh
D. NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Server -Destination IP: 172.16.15.10-Source
Translation: dynamic-ip-and-port / ethernet1/4Security Rule:Source Zone: Trust -Source IP:Any -Destination Zone: Server -
Destination IP: 172.16.15.10 -Application: ssh

Antwort: D

Begründung:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClhwCAC
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-networking-admin/nat/source-nat-and-destination-nat/source-nat

112. Frage
......
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