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Refer to the exhibit.
A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which two setups will achieve these requirements? (Choose two.)

A. Configure ZTNA tags on FortiGate.
B. Configure ZTNA servers and ZTNA policies on FortiGate.
C. Configure FortiGate as a zero trust network access (ZTNA) access proxy.
D. Configure private access policies on FortiSASE with ZTNA.

Answer: B,C

Explanation:
To enforce device posture checks and ensure that TCP traffic flows through FortiGate, the FortiGate must act as a ZTNA access
proxy and host the ZTNA servers and policies. This setup allows posture validation via FortiSASE while routing traffic securely to
protected servers through FortiGate.

NEW QUESTION # 30 
Which two of the following can release the network lockdown on the endpoint applied by FortiSASE?
(Choose two.)\

A. When the endpoint is determined as compliant using ZTNA tags
B. When the endpoint is rebooted
C. When the endpoint is determined as on-net
D. When the endpoint connects to the FortiSASE tunnel

Answer: A,D

Explanation:
FortiSASE releases network lockdown when the endpoint re-establishes the tunnel connection or when it is verified as compliant
through ZTNA tag evaluation, ensuring it meets security posture requirements.

NEW QUESTION # 31 
Refer to the exhibits.
Antivirus is installed on a Windows 10 endpoint, but the windows application firewall is stopping it from running. What will the
endpoint security posture check be?

A. FortiClient telemetry will be disconnected because of failed compliance.
B. FortiClient will tag the endpoint as FortiSASE-Non-Compliant.
C. FortiClient will block the endpoint from getting access to the network.
D. FortiClient will prompt the user to enable antivirus.

Answer: C

NEW QUESTION # 32 
How does FortiSASE hide user information when viewing and analyzing logs?

A. By encrypting data using advanced encryption standard (AES)
B. By encrypting data using Secure Hash Algorithm 256-bit (SHA-256)
C. By hashing data using salt
D. By hashing data using Blowfish

Answer: C

Explanation:
FortiSASE hides user information when viewing and analyzing logs by hashing data using salt. This approach ensures that sensitive
user information is obfuscated, enhancing privacy and security.
Hashing Data with Salt:



Hashing data involves converting it into a fixed-size string of characters, which is typically a hash value.
Salting adds random data to the input of the hash function, ensuring that even identical inputs produce different hash values.
This method provides enhanced security by making it more difficult to reverse-engineer the original data from the hash value.
Security and Privacy:
Using salted hashes ensures that user information remains secure and private when stored or analyzed in logs.
This technique is widely used in security systems to protect sensitive data from unauthorized access.
FortiOS 7.2 Administration Guide: Provides information on log management and data protection techniques.
FortiSASE 23.2 Documentation: Details on how FortiSASE implements data hashing and salting to secure user information in logs.

NEW QUESTION # 33 
Which FortiSASE feature ensures least-privileged user access to all applications?

A. zero trust network access (ZTNA)
B. secure web gateway (SWG)
C. thin branch SASE extension
D. SD-WAN

Answer: A

Explanation:
Zero Trust Network Access (ZTNA) is the FortiSASE feature that ensures least-privileged user access to all applications. ZTNA
operates on the principle of "never trust, always verify," providing secure access based on the identity of users and devices,
regardless of their location.
Zero Trust Network Access (ZTNA):
ZTNA ensures that only authenticated and authorized users and devices can access applications.
It applies the principle of least privilege by granting access only to the resources required by the user, minimizing the potential for
unauthorized access.
Implementation:
ZTNA continuously verifies user and device trustworthiness and enforces granular access control policies.
This approach enhances security by reducing the attack surface and limiting lateral movement within the network.
FortiOS 7.2 Administration Guide: Provides detailed information on ZTNA and its role in ensuring least-privileged access.
FortiSASE 23.2 Documentation: Explains the implementation and benefits of ZTNA within the FortiSASE environment.
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