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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q44-Q49):

NEW QUESTION # 44

An OT admmistrator is defining an incident notification policy using FortiSIEM and would like to configure the system with a
notification policy. If an incident occurs, the administrator would like to be able to intervene and block an IP address or disable a
user in Active Directory from FortiSIEM. Which step must the administrator take to achieve this task?

A. Configure a fabric connector with a notification policy on FortiSIEM to connect with FortiGate.
B. Create a notification policy and define a script/remediation on FortiSIEM.

C. Deploy a mitigation script on Active Directory and create a notification policy on FortiSIEM.
D. Define a script/remediation on FortiManager and enable a notification rule on FortiSIEM.

Answer: B
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NEW QUESTION # 45
Refer to the exhibit.

Conpet server secondary device
10.10.X.100/24

Modbus client primary
10.10.3.100/24

An OT architect has implemented a Modbus TCP with a simulation server Conpot to identify and control the Modus traffic in the
OT network. The FortiGate-Edge device is configured with a software switch interface ssw-01.

Based on the topology shown in the exhibit, which two statements about the successful simulation of traffic between client and server
are true? (Choose two.)

A. The FortiGate-Edge device must be in NAT mode.

B. The FortiGate devices is in offline IDS mode.

C. Port5 is not a member of the software switch.

D. NAT is disabled in the FortiGate firewall policy from port3 to ssw-01.

Answer: A,D

NEW QUESTION # 46

As an OT network administrator, you are managing three FortiGate devices that each protect different levels on the Purdue model.
To increase traffic visibility, you are required to implement additional security measures to detect exploits that affect PLCs.

Which security sensor must implement to detect these types of industrial exploits?

A. Deep packet inspection (DPI)

B. Antivirus inspection

C. Application control

D. Intrusion prevention system (IPS)

Answer: C

NEW QUESTION # 47
Which three common breach points can you find in a typical OT environment? (Choose three.)

A. VLAN exploits
B. RTU exploits
C. Black hat

D. Global hat

E. Hard hat

Answer: B,C.E

NEW QUESTION # 48



The OT network analyst run different level of reports to quickly explore failures that could put the network at risk. Such reports can
be about device performance.
‘Which FortiSITEM reporting method helps to identify device failures?

A. Active dependent rules reports
B. Device nventory reports

C. Business service reports

D. CMDB operational reports

Answer: D

Explanation:

The CMDB (Configuration Management Database) operational reports in FortiSIEM allow you to monitor device performance,
health, and status.

Through CMDB, you can check device monitoring status, detect if FortiSIEM is falling behind on data collection, and identify any
monitoring errors or failures.

This reporting helps quickly explore issues related to device performance that could put the network at risk.
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