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A. It relies on dedicated hardware firewalls to offload inspection tasks
B. Policies are enforced at the physical network core to minimize processing load
C. Security rules are applied only to north-south traffic from external clients
D. It enables consistent policy enforcement by applying rules at each VM's vNIC level

정답：D

질문  # 46 
Which inspection method is used by NSX Malware Prevention to identify zero-day threats?
Response:

A. Behavioral analysis in a cloud-based sandbox
B. vSphere Lifecycle Enforcement
C. Host-based file system scanning
D. Static signature-only matching

정답：A

질문  # 47 
Which capability of vDefend helps simplify the creation of firewall rules based on VM context?
Response:

A. Automatic policy tagging using VM metadata
B. Use of Logical Switch MACs
C. Importing rules from the vSphere Events log
D. Manual host affinity mapping

정답：A

질문  # 48 
Which three types of traffic can be inspected and controlled by vDefend firewall policies in a distributed architecture?
(Choose three)
Response:

A. vMotion traffic between hosts
B. Management traffic from vCenter
C. North-south traffic to/from external clients
D. East-west inter-VM traffic
E. Internal application tier traffic

정답：C,D,E

질문  # 49 
In the context of securing a private cloud, which two are considered best practices when designing workload isolation strategies?
(Choose two)
Response:

A. Disable logging on security rule sets for performance reasons
B. Group workloads by function and apply role-based security policies
C. Use VLANs as the only method of segmentation
D. Allow all traffic within a cluster to avoid unnecessary latency
E. Employ security groups tied to VM tags or attributes

정답：B,E
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