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After passing this exam, candidates get a certificate from Google that helps them to demonstrate their proficiency in Google
Professional Cloud Network Engineer to their clients and employers.
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Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q108-Q113):

NEW QUESTION # 108

You manage two VPCs: VPC1 and VPC2, each with resources spread across two regions. You connected the VPCs with HA
VPN in both regions to ensure redundancy. You've observed that when one VPN gateway fails, workloads that are located within
the same region but different VPCs lose commumication with each other. After further debugging, you notice that VMs in VPC2
receive traffic but their replies never get to the VMs in VPC1. You need to quickly fix the issue. What should you do?

A. Q Enable regional dynamic routing mode in VPCI.
B. Q Enable global dynamic routing mode in VPC1.
C. Q Enable regional dynamic routing mode in VPC2.
D. Q Enable global dynamic routing mode in VPC2.

Answer: D

Explanation:

The problem description indicates that VMs in VPC2 receive traffic but their replies don't reach VPC1, especially when a VPN
gateway fails. This strongly suggests an asymmetric routing issue, where VPC2's routing table might not be aware of all necessary
routes to send return traffic to VPC1, particularly in a multi- region setup with failover. By default, VPC networks are in regional
dynamic routing mode, meaning they only learn routes from Cloud Routers in the same region. To ensure that routes learned from
one region (where the active VPN tunnel might be) are available globally across the VPC, you need to enable global dynamic routing
mode in the VPC that is experiencing the return traffic issue (VPC2 in this case). This allows VPC?2 to learn and apply routes from
Cloud Routers in all regions, ensuring that even ifa VPN tunnel fails in one region, the routes learned from the active tunnel in
another region are still available for return traffic.

Exact Extract:

"A VPC network's dynamic routing mode controls whether routes learned by Cloud Routers in one region are available to VMs in
other regions. By default, VPC networks are in regional dynamic routing mode, which means Cloud Routers in a region only
advertise routes to and learn routes from other Cloud Routers in the same region. This can lead to asymmetric routing issues in multi-
region deployments."

"To ensure that routes learned from Cloud Routers are propagated to all regions within a VPC network, you must set the dynamic
routing mode to global."Reference: Google Cloud VPC Docummentation - Dynamic routing mode

NEW QUESTION # 109

You work for a university that is migrating to GCP.

These are the cloud requirements:

* On-premises connectivity with 10 Gbps

* Lowest latency access to the cloud

* Centralized Networking Admmnistration Team

New departments are asking for on-premises connectivity to their projects. You want to deploy the most cost-eflicient interconnect
solution for connecting the campus to Google Cloud.

‘What should you do?

¢ A Use standalone projects, and deploy the VLAN attachments in the individual projects. Connect the VLAN attachment to
the standalone projects' Interconnects.

¢ B. Use standalone projects and deploy the VLAN attachments and Interconnects in each of the individual projects.

e (. Use Shared VPC, and deploy the VLAN attachments and Interconnect in the host project.

e D. Use Shared VPC, and deploy the VLAN attachments in the service projects. Connect the VLAN attachment to the
Shared VPC's host project.

Answer: C

Explanation:

https/cloud. google.conmvinterconnect/docs/how-to/dedicated/using-interconnects-other-projects Using Cloud Interconnect with
Shared VPC You can use Shared VPC to share your VLAN attachment in a project with other VPC networks. Choosing Shared
VPC is preferable if you need to create many projects and would like to prevent individual project owners from managing their
connectivity back to your on-premises network. In this scenario, the host project contains a common Shared VPC network usable
by VM in service projects. Because VM in the service projects use this network, Service Project Admins don't need to create
other VLAN attachments or Cloud Routers in the service projects. In this scenario, you must create VLAN attachments and Cloud
Routers for a Cloud Interconnect connection only in the Shared VPC host project. The combination ofa VLAN attachment and its



associated Cloud Router are unique to a given Shared VPC network. httpsz/cloud.google.com/network-
connectivity/docs/mterconnect/how-to/enabling-multiple-networks-access-same-attachment#using_with
https/cloud.google.com/vpc/docs/shared-vpe

NEW QUESTION # 110

Question:

You are troubleshooting connectivity issues between Google Cloud and a public SaaS provider. Connectivity between the two
environments is through the public internet. Your users are reporting intermittent connection errors when using TCP to connect;
however, ICMP tests show no failures. According to users, errors occur around the same time every day. You want to troubleshoot
and gather information by using Google Cloud tools that are most likely to provide insights into what is occurring within Google
Cloud. What should you do?

¢ A Create a Connectivity Test by using TCP, the source IP address of your test VM, and the destination IP address of the
public SaaS provider. Review the live data plane analysis and take the next steps based on the test results.

¢ B. Enable and review Cloud Logging for Cloud Armor. Look for logs with errors matching the destination IP address of the
public SaaS provider.

¢ C. Enable the Firewall insights APL. Set the deny rule insights observation period to one day. Review the insights to assure
there are no firewall rules denying traffic.

¢ D. Enable and review Cloud Logging on your Cloud NAT gateway. Look for logs with errors matching the destination [P
address of the public SaaS provider.

Answer: A

Explanation:

‘When troubleshooting connectivity issues, especially over public internet connections with intermittent errors, Connectivity Tests in
Network Intelligence Center are crucial. This tool allows you to simulate the connectivity and understand the data plane status of
Google Cloud resources. Since ICMP tests pass but TCP tests fail intermittently, using Connectivity Tests with TCP parameters will
provide detailed insight into possible network issues like route misconfigurations, peering issues, or other transient problems affecting
only specific protocols.

Reference: Google Cloud - Network Intelligence Center

Reference: Google Cloud - Troubleshooting with Connectivity Tests

NEW QUESTION # 111

You are responsible for designing a new connectivity solution between your organization's on-premises data center and your Google
Cloud Virtual Private Cloud (VPC) network Currently, there Is no end-to-end connectivity. You must ensure a service level
agreement (SLA) 0 99.99% availability What should you do?

e A. Use a Direct Peering connection between your on-premises data center and Google Cloud. Configure Classic VPN with
two tunnels and one Cloud Router.

¢ B. Use one Dedicated Interconnect connection in a single metropolitan area. Configure one Cloud Router and enable global
routing in the VPC.

e C. Use HA VPN. Configure one tunnel from each Interface ofthe VPN gateway to connect to the corresponding interfaces
on the peer gateway on-premises. Configure one Cloud Router and enable global routing in the VPC.

e D. Use two Dedicated Interconnect connections in a single metropolitan area. Configure one Cloud Router and enable global
routing in the VPC.

Answer: C

Explanation:

For Dedicated Interconnects: At least four Dedicated Interconnect connections, two connections in one metropolitan area (metro)
and two connections in another metro. Connections that are in the same metro must be placed in different edge availability domains
(metro availability zones) to achieve 99.99% availability.

For HA VPN:

HA VPN to peer VPN gateways Connect an HA VPN gateway to one or two separate peer VPN devices 99.99% HA VPN
between two Google Cloud networks Connect two Google Cloud VPC networks in a single region by using an HA VPN gateway
in each network 99.99%



NEW QUESTION # 112

Your organization has approximately 100 teams that need to manage their own environments. A central team must manage the
network. You need to design a landing zone that provides separate projects for each team.

You must also make sure the solution can scale. What should you do?

A. Configure Policy-based Routing for each team

B. Configure a Shared VPC, and create a VPC network in the service project.

C. Configure a Shared VPC, and create a VPC network in the host project.

D. Configure VPC Network Peering, and peer one of the VPCs to the service project.

Answer: C

Explanation:

Explanation: A Shared VPC allows the central networking team to manage the VPC network while individual teams can manage
their resources in service projects. This solution provides scalability by allowing for multiple service projects under the same Shared
VPC, and it allows the network team to maintain control over the network resources. Google Cloud Shared VPC Architecture

NEW QUESTION # 113

As is known to us, our company is professional brand established for compiling the Professional-Cloud-Network-Engineer study
materials for all candidates. The Professional-Cloud-Network-Engmneer study materials from our company are designed by a lot of
experts and professors of our company in the field. We can promise that the Professional-Cloud-Network-Engineer study materials
of our company have the absolute authority in the study materials market. We believe that the study materials designed by our
company will be the most suitable choice for you. You can totally depend on the Professional-Cloud-Network-Engineer Study
Materials of our company when you are preparing for the exam.
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