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HA #105

Your company has a Google Cloud resource hierarchy with folders for production test and development Your cyber security team
needs to review your company's Google Cloud security posture to accelerate security issue identification and resolution You need to
centralize the logs generated by Google Cloud services from all projects only inside your production folder to allow for alerting and
near-real time analysis. What should you do?

e A Enable the Workflows API and route all the logs to Cloud Logging

¢ B. Create a central Cloud Monitoring workspace and attach all related projects

e (. Create an aggregated log sink associated with the production folder that uses a Cloud Logging bucket as the destination
e D. Create an aggregated log sink associated with the production folder that uses a Pub Sub topic as the destination
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The best option for centralizing the logs generated by Google Cloud services fromall projects only inside your production folder is to
create an aggregated log sink associated with the production folder that uses a Cloud Logging bucket as the destination. An
aggregated log sink is a log sink that collects logs from muiltiple sources, such as projects, folders, or organizations. A Cloud Logging
bucket is a storage location for logs that can be used as a destination for log sinks. By creating an aggregated log sink with a Cloud
Logging bucket, you can collect and store all the logs from the production folder in one place and allow for alerting and near-real
time analysis using Cloud Monitoring and Cloud Operations.

R #106
Your company follows Site Reliability Engineering principles. You are writing a postmortem for an incident, triggered by a software
change, that severely affected users. You want to prevent severe incidents from happening in the future. What should you do?

A. Follow up with the enployees who reviewed the changes and prescribe practices they should follow in the future.

B. Identify engineers responsible for the incident and escalate to their senior management.

C. Ensure that test cases that catch errors of this type are run successfully before new software releases.

D. Design a policy that will require on-call teans to immediately call engineers and management to discuss a plan of action if
an incident occurs.

IEf: C

A -
The best way to prevent severe incidents from happening in the future is to ensure that test cases that catch errors of this type are run
successfully before new software releases. This is aligned with the Site Reliability Engineering principle of testing for reliability.

HA #107

You are running an application on Compute Engine and collecting logs through Stackdriver. You discover that some personally
identifiable information (P1l) is leaking into certain log entry fields. All Pl entries begin with the text userinfo. You want to capture
these log entries in a secure location for later review and prevent them from leaking to Stackdriver Logging. What should you do?

¢ A. Use a Fluentd filter plugin with the Stackdriver Agent to remove log entries containing userinfo, create an advanced log
filter matching userinfo, and then configure a log export in the Stackdriver console with Cloud Storage as a sink.

¢ B. Use a Fluentd filter plugin with the Stackdriver Agent to remove log entries containing userinfo, and then copy the entries to
a Cloud Storage bucket.

e (. Create a basic log filter matching userinfo, and then configure a log export in the Stackdriver console with Cloud Storage
as a sink.

e D. Create an advanced log filter matching userinfo, configure a log export in the Stackdriver console with Cloud Storage as a
sink, and then configure a tog exclusion with userinfo as a filter.

Ef#: C

M #108

You are running an application in a virtual machine (VM) using a custom Debian image. The image has the Stackdriver Logging
agent installed. The VM has the cloud-platform scope. The application is logging information via syslog. You want to use
Stackdriver Logging in the Google Cloud Platform Console to visualize the logs. You notice that syslog is not showing up in the "All
logs" dropdown list of the Logs Viewer. What is the first thing you should do?

e A Look for the agent's test log entry in the Logs Viewer.

¢ B. Install the most recent version of the Stackdriver agent.

e (. SSH to the VM and execute the following commands on your VM: ps ax | grep fluentd
e D. Verify the VM service account access scope includes the monitoring. write scope.

Ef#: C

AR :
Explanation



httpsv/cloud.google.com/compute/docs/access/service-accounts#associating a_service account to_an_instance

HA #109

Your application services run in Google Kubernetes Engine (GKE). You want to make sure that only images from your centrally-
managed Google Container Registry (GCR) image registry in the altostrat-images project can be deployed to the cluster while
minimizing development time. What should you do?

A. Create a custom builder for Cloud Build that will only push images to ger.io/altostrat-images.

B. Add a tag to each image in ger.io/altostrat-images and check that this tag is present when the image is deployed.
C. Use a Binary Authorization policy that includes the whitelist name pattern ger.io/attostrat-images/.

D. Add logic to the deployment pipeline to check that all manifests contain only images from ger.io/altostrat-images.

Ef#: C
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