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HH #145
What is the purpose of Mobile Device Management (MDM) in an enterprise?

A. To provide remote access to all company data

B. To monitor all employee activity on mobile devices

C. To allow unrestricted app installation

D. To manage and secure mobile devices accessing the corporate network

Ef#: D

I #146
What is the primary goal of the "Exploitation’ stage in the Cyber Kill Chain?

A. To deliver a malicious payload

B. To gain access to the target system or network
C. To steal data

D. To identify potential vulnerabilities
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H #147
How does understanding the web application architecture assist in securing it?

A. By identifying potential points of failure and data exposure

B. By facilitating the use of third-party components without security review
C. By enabling more targeted social engineering attacks

D. By allowing unrestricted data flow between application layers

Ef: A

ER #148
Which wireless encryption standard provides the highest level of security?

A. WPA2
B. WPA
C. WPA3
D. WEP
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M #149

What is a critical countermeasure for protecting OT environments?

A. Implementing deep packet inspection

B. Applying comprehensive patch management
C. Enforcing strict data retention policies

D. Using a strong social media policy
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