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Topic 1
Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPNs, and intrusion detection
prevention systems, providing insight into how threats are mitigated within network environments.

Topic 2
Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

Topic 3

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systems.

Topic 4
Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

Topic 5
Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems

Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q60-Q65):
NEW QUESTION # 60 
Which of the following is a benefit of implementing a comprehensive vulnerability management program?

A. It guarantees protection against all types of cyber threats.
B. It helps prevent the loss or compromise of sensitive data.
C. It reduces the need for security testing and audits.
D. It eliminates the need for system administrators to manage security updates.

Answer: B

Explanation:
Implementing a comprehensive vulnerability management program helps prevent the loss or compromise of sensitive data. By
identifying and patching vulnerabilities, organizations can minimize the risk of data breaches or unauthorized access. A proactive
vulnerability management approach allows organizations to stay ahead of potential threats and protect sensitive information from
falling into the wrong hands.

NEW QUESTION # 61 
Which encryption method uses two different keys, a public key and a private key?

A. Symmetric encryption
B. Hashing
C. SSL/TLS
D. Asymmetric encryption

Answer: D

Explanation:
Asymmetric encryption, also known as public-key encryption, uses two different keys: a public key for encryption and a private key
for decryption. The public key can be freely distributed, allowing anyone to encrypt messages that only the recipient with the
corresponding private key can decrypt. This method is commonly used for secure communication and establishing secure
connections.



NEW QUESTION # 62 
A client cannot connect to the corporate web server. You discover a large number of half-open TCP connections to the server.
What should you do?

A. Change the connection protocol from HTTP to HTTPS.
B. Take action to stop the TCP SYN flood attack.
C. Flush the DNS cache information.
D. Ignore the half-open connections because this is a normal part of the TCP three-way handshake.

Answer: B

Explanation:
The CCST Cybersecurity Study Guide identifies SYN flood attacks as a type of Denial of Service (DoS) attack that exploits the
TCP three-way handshake. Attackers send many SYN requests without completing the handshake, leaving the server with
numerous half-open connections and exhausting resources.
"A TCP SYN flood attack overwhelms a target server by initiating a high volume of TCP connections but never completing the
handshake, resulting in numerous half-open connections that consume system resources and can render the service unavailable."
(CCST Cybersecurity, Incident Handling, Denial-of-Service Attacks section, Cisco Networking Academy) A is correct: The proper
action is to stop the SYN flood, often using firewalls, intrusion prevention systems, or SYN cookies.
B (switching to HTTPS) does not address the flooding issue.
C is incorrect because the excessive number of half-open connections indicates an attack, not normal operation.
D (flushing DNS cache) is unrelated to this type of attack.

NEW QUESTION # 63 
Which of the following is a characteristic of a denial-of-service (DoS) attack?

A. An attacker intercepts and modifies network traffic.
B. An attacker attempts to gain unauthorized access to a system.
C. An attacker floods a system with excessive requests, rendering it unable to function properly.
D. An attacker steals or alters sensitive data.

Answer: C

Explanation:
A denial-of-service (DoS) attack is a type of cyber attack where an attacker floods a system with an excessive amount of requests,
overwhelming its resources and causing it to crash or become unresponsive.

NEW QUESTION # 64 
What is one of the main objectives of documenting cybersecurity incidents?

A. To minimize the impact of cyber attacks
B. To assign blame to individuals responsible for the incident
C. To create a historical record of incidents for legal purposes
D. To divert attention from the incident

Answer: A

Explanation:
Documenting cybersecurity incidents helps organizations understand the nature, extent, and impact of the incident. By documenting
incidents, organizations can analyze trends, develop strategies to prevent future incidents, and minimize the impact of cyber attacks.

NEW QUESTION # 65
......
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