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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q39-Q44):

NEW QUESTION # 39
Which of the following can an attacker gain by obtaining PLC logic project files for a SCADA system?

A. Information about operational firewall rulesets
B. Data regarding personnel and hiring practices
C. Details about the network architecture

D. Schedule of vendor product releases

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

PLC logic project files contain the source code and configuration used to program a programmable logic controller (PLC). These
files often reveal:

Control logic and operational sequences

Network addressing information

Interconnections between devices and systens

Thus, an attacker with access to these files can infer details about the network architecture (B), including how devices comnmumicate,
which protocols are used, and possibly the network topology.

Personnel data (A), firewall rulesets (C), and vendor release schedules (D) are not typically stored within PLC logic projects.

The GICSP framework stresses protecting such engneering artifacts because their compromise can provide an attacker with
valuable insight to facilitate targeted attacks on ICS.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

GICSP Training Modules on PLC Security and Engineering Artifacts Protection NIST SP 800-82 Rev 2, Section 5.6 (System and
Commumication Protection)

NEW QUESTION # 40

Which ICS-specific protocol was designed to allow efficient communication between field devices and control systems while
minimizing bandwidth usage?

Response:

A. BACnet

B. Distributed Network Protocol (DNP3)

C. Modbus

D. Hypertext Transfer Protocol Secure (HTTPS)

Answer: B

NEW QUESTION # 41
During a plant upgrade an architect needs to connect legacy IEDs to a new TCP/IP instrumentation LAN. The IEDs only have RS-
232 commumication interfaces available. What would best be used to connect the IEDs?

A. Data diode

B. Engineering workstation
C. Comnunications Gateway
D. Industrial switch

Answer: C

Explanation:
Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
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protocol and the new TCP/IP network.

A data diode (A) is a unidirectional security device, not a protocol translator.

An engineering workstation (B) is a computer, not a protocol conversion device.

An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.

GICSP emphasizes gateways as essential for integrating legacy ICS devices into modern IP networks while maintaining protocol
Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)

GICSP Training on ICS Network Architecture and Protocols

NEW QUESTION # 42
What is the primary finction of the Transport Layer Security (TLS) protocol in an ICS network?
Response:

A. To secure communications between systens by encrypting data i transit
B. To provide real-time control of physical devices

C. To optimize data storage capacity

D. To prioritize network traffic

Answer: A

NEW QUESTION # 43
‘What should be considered when implementing fieldbus protocols over an Ethernet network?

A. The network cannot be segmented into smaller subnets or VLANs

B. Communications between machines are limited to one host at a time
C. Different protocols will need a bridging device to talk to each other
D. Different protocols cannot route across the same infrastructure

Answer: C

Explanation:

Fieldbus protocols are industrial communication standards used at lower levels of ICS networks. When these protocols are
implemented over Ethernet, several considerations arise:

Different fieldbus protocols (such as Modbus TCP, PROFINET, EtherNet/IP) have unique data formats and communication
methods.

To enable commumnication between devices using different protocols, a bridging device or gateway (D) is typically required to
translate between protocol types.

Other options are incorrect because:

(A) Ethernet allows multiple hosts to communicate simultaneously.

(B) Different protocols can coexist on the same physical infrastructure using VLANS or other segmentation.

(C) Networks can and should be segmented into VLANSs for security and performance.

GICSP covers these considerations in the ICS Security Architecture domain emphasizing protocol interoperability and network
design.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.3 (Fieldbus and Ethernet Protocols)

GICSP Training on Network Protocols and ICS Interoperability

NEW QUESTION # 44
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