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=8 #170
Which of'the following are key components of an Incident Response Plan? (Select two)

A. Identification and containment procedures
B. Communication guidelines

C. Budget allocation for new technology

D. Inventory and classification of assets

ZR: AB

R #171
When should event analysis be performed?

e A. After an event is triggered by the detection system
¢ B. Only at the discretion of an authorized security analyst
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¢ C. Routinely for all events collected on a mission critical system
¢ D. Only when requested by an auditor

ER: C

i =8 #172

Consider the following situation:

- A complete service outage has occurred, affecting critical services
- Users are unable to perform their tasks

- Customers are unable to conduct business

- Financial impact is beyond the highest allowed threshold

What is the correct classification level for this situation?

¢ A High impact
o B. Business critical
o (. Mission critical
e D. Safety critical
ER: C
I #173
Drag and Drop Question
Match the security event to its description.
ER:
fRREER A «
EVENT UESCrIpTion
Email security event
4 Misuse
Fii Denial of Service
Intrusion event
/l C Attrition security event
I8 #174

The main goal of the Recover Function in the NIST Framework is to:

A. Detect cybersecurity events promptly

B. Assess vulnerabilities and apply patches

C. Prevent unauthorized access to systens

D. Restore operations and reduce impact after an incident

ZX: D
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