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NEW QUESTION # 158
Ransormware encrypted the entire human resources fileshare for a large financial institution.
Security operations personnel were unaware of the activity until it was too late to stop it. The restoration will take approximately four
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hours, and the last backup occurred 48 hours ago. The management team has indicated that the RPO for a disaster recovery event
for this data classification is 24 hours. Based on RPO requirements, which of the following recommendations should the management
team make?

A. Decrease the frequency of backups and pay the ransomto decrypt the data.

B. Leave the current backup schedule intact and make the human resources fileshare read-only.
C. Leave the current backup schedule intact and pay the ransomto decrypt the data.

D. Increase the frequency of backups and create SIEM alerts for IOCs.

Answer: D

Explanation:

It is not advisable to pay the ransom in a ransomware attack, as this only encourages the attackers and does not guarantee that the
data will actually be decrypted. Instead, the management team should consider increasing the frequency of backups to meet the
RPO requirements for the human resources fileshare. Additionally, implementing STEM alerts for indicators of compromise (IOCs)
can help to detect and prevent future ransomware attacks.

NEW QUESTION # 159
A systens administrator at a web-hosting provider has been tasked with renewing the public certificates of all customer sites. Which
of the following would BEST support multiple domain names while mmnimizing the amount of certificates needed?

A.CA

B. ocsp
C.CRL
D. SAN

Answer: D

Explanation:

The admmnistrator should use SAN certificates to support multiple domain names while minimizing the amount of certificates needed.
SAN stands for Subject Alternative Name, which is an extension of a certificate that allows it to include muiltiple fully-qualified
domain names (FQDNS5) within the same certificate. For example, a SAN certificate can secure www.example.com,
www.example.net, and mail.example.org with one certificate. SAN certificates can reduce the cost and complexity of managing
multiple certificates for different domains. SAN certificates can also support wildcard domains, such as *.example.com, which can
cover any subdomain under that domain. Verified Reference:

httpss//www.techtarget.com/searchsecurity/definition/Subject- Alternative-Name
httpss//www.techtarget.convsearchsecurity/definition/wildcard-certificate

httpss//www.nexcess.net/help/what-is-a-multi- domain-ssl-certificate/

NEW QUESTION # 160

A financial institution has several that currently employ the following controls:

- The severs follow a monthly patching cycle.

- All changes must go through a change management process.

- Developers and systems administrators must log into a jumpbox to

access the servers hosting the data using two-factor authentication.

- The servers are on an isolated VLAN and cannot be directly accessed

from the internal production network.

An outage recently occurred and lasted several days due to an upgrade that circumvented the approval process. Once the security
team discovered an unauthorized patch was installed, they were able to resume operations within an hour. Which of the following
should the security administrator recommend to reduce the time to resolution if a similar incident occurs in the future?

A. Tnplement file integrity monitoring with automated alerts on the servers.

B. Enhanced audit logging on the jump servers and ship the logs to the SIEM.
C. Disable automatic patch update capabilities on the servers

D. Require more than one approver for all change management requests.

Answer: A



NEW QUESTION # 161
‘Which of the following terns refers to the delivery of encryption keys to a CASB or a third-party entity?

A. Keyrecovery
B. Key distribution
C. Key sharing

D. Key escrow

Answer: D

Explanation:

Key escrow is a process that involves storing encryption keys with a trusted third party, such as a CASB (Cloud Access Security
Broker) or a government agency. Key escrow can enable authorized access to encrypted data in case of emergencies, legal issues,
or data recovery. However, key escrow also introduces some risks and challenges, such as trust, security, and privacy. Reference:
httpsy//www.techopedia.convdefinition/1772/key-escrow httpsy//searchsecurity.techtarget.conm/definitionkey-escrow

NEW QUESTION # 162
A security analyst needs to recommend a remediation to the following threat:

Which of the following actions should the security analyst propose to prevent this successful exploitation?

A. Patch the system.

B. Enable TLS 1.2.

C. Install a host-based firewall
D. Update the antivirus.

Answer: B

NEW QUESTION # 163
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