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Z| &l Deep Security Deep-Security-Professional & & E Xl (Q34-Q39):

EE #34
What is the effect of the Firewall rule displayed in the following exhibit?

A. This rule will allow outgoing TCP and UPD commumication from this server.

B. This rule will allow incoming communication to this server, but not TCP and UPD.
C. This rule will allow TCP and UPD replies to requests originating on this server.

D. This rule will allow incoming TCP and UPD comnumication to this server.

X
m

: D

HEE #35
The details for an event are displayed in the exhibit. Based on these details, which Protection Module generated the event?

A. Intrusion Prevention
B. Firewall

C. Application Control
D. Integrity Monitoring

HE: A

Y.

The event shows a "Reason' that references a specific rule (1000847 - OpenLDAP LDAP Server BIND Request DoS), an
"Action” of "Reset," and the event origin as "Agent." This format is specific to the Intrusion Prevention module, which detects and
responds to network exploits using assigned rules and provides detailed event logs including signature ID, action taken, and protocol
information. The other modules do not use signature IDs or these response actions.

Reference:

Trend Micro Deep Security Administrator's Guide, Intrusion Prevention Events Section

EE #36
Which of the following Firewall rule actions will allow data packets to pass through the Firewall Protection Module without being
subjected to analysis by the Intrusion Prevention Protection Module?

A. Allow

B. Force Allow
C. Deny

D. Bypass

He: D

ME.

The Bypass action in Deep Security's Firewall module allows specified traffic to skip both Firewall and Intrusion Prevention analysis,
resulting in the most efficient possible flow for trusted comnmumications.

Reference:

Trend Micro Deep Security Admnistrator's Guide, Firewall Rule Actions Section
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HEE #37

A Recommendation Scan is run to determine which Intrusion Prevention rules are appropriate for a Server.

The scan is configured to apply the suggested rules automatically and ongoing scans are enabled. Some time later, an operating
system patch is applied. How can you determine which Intrusion Prevention rules are no longer needed on this Server?

¢ A Since the rules are being applied automatically, when the next Intrusion Prevention Recommendation Scan is run
autormatically, any rules that are no longer needed will be automatically unassigned. These are rules that are no longer needed
as the vulnerability was corrected with the patch.

¢ B. The README file provided with the software patch will indicate which issues were addressed with this release. Compare
this list to the rules that are applied to determine which rules are no longer needed and can be disabled.

¢ C. Since there is no performance effect when multiple Intrusion Prevention rules are applied, there is no need to determine
which rules are no longer needed. The original recommended rules can remain in place without affecting the system.

¢ D. Since the rules are being applied automatically, when the next Intrusion Prevention Recommendation Scan is run
automatically, any rules that are no longer needed will be displayed on the Recommended for Unassignment tab in the IPS
Rules. These are rules that are no longer needed and can be disabled as the vulnerability was corrected with the patch.

Hg:. C

dE:

‘When ongoing Recommendation Scans are enabled, Deep Security regularly reassesses the server's vulnerabilities based on its
current patch level. If an OS patch addresses a previously detected vulnerability, the next Recommendation Scan will recognize this
and recommend that the now-unnecessary IPS rules be unassigned. These rules appear in the "Recommended for Unassignment”
tab, making it easy for admmistrators to review and unassign rules that are no longer needed.

From the official documentation:

"After an operating system or application is patched, running another Recommendation Scan will update the list of vulnerabilities and
may move some IPS rules to the 'Recommended for Unassignment' tab. These rules can then be reviewed and unassigned to
maintain optimal protection.”" Option B is incorrect because rules are not unassigned automatically; admin review is required.
Option A is manual and outside Deep Security's automated workflow.

The first option C is not correct; excessive rules may impact performance and management.

References:

Trend Micro Deep Security Help: Recommendation Scans and Rule Unassignment Deep Security Admin Guide - Ongoing
Recommendation Scans

EE #38
Which of the following is not an operation that is performed when network traffic is intercepted by the network driver on the Deep
Security Agent?

e A Verify the integrity of the packet to insure the packet is suitable for analysis.

¢ B. Verify the packet is not part of a reconnaissance scan used to discover weaknesses on the Deep Security Agent host
computer.

e (. Compare the data in the packet against the Anti-Malware Scan Configuration to verify whether any of the data related to
files and folders on the Exclusion list.

¢ D. Analyze the packet within the context of traffic history and connection state.

HE: C

Y.

When the Deep Security Agent's network driver intercepts traffic, its primary network operations include stateful inspection (context
of traffic and connection), verification of packet integrity for suitability, and detection of certain types of attacks, including
reconnaissance scans.

However, anti-malware scan configuration and exclusion lists pertain to file system operations (not network packet inspection).
Packets are not compared against anti-malware exclusion lists at the network driver level.

From the official documentation:

"The network driver intercepts packets and examines them for threats. This includes analyzing packets in context, verifying integrity,
and checking for reconnaissance or suspicious activity. Anti-malware exclusions are applied at the file system level, not at the
network packet analysis stage." Option B is correct (not performed at this network layer).

Options A, C, and D all describe valid operations at the network driver level

References:

Trend Micro Deep Security 20 LTS Admmistration Guide - Deep Security Agent Network Driver Trend Micro Deep Security
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