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Cisco Certified Support Technician (CCST) Cybersecurity 100-160
Prüfungsfragen mit Lösungen (Q266-Q271):
266. Frage 
What is the purpose of using an application firewall in a cybersecurity setup?

A. To encrypt network traffic between applications
B. To perform vulnerability scanning of applications
C. To block malicious incoming requests and attacks aimed at the application
D. To increase the speed and performance of applications

Antwort: C
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Begründung:
An application firewall, also known as a web application firewall (WAF) or application-level firewall, is designed to protect web
applications from various attacks, such as cross-site scripting (XSS), SQL injection, and distributed denial-of-service (DDoS)
attacks. It analyzes the incoming traffic and blocks malicious requests, protecting the application and its underlying infrastructure.
Encryption, speed enhancement, and vulnerability scanning are not primary functions of an application firewall.

267. Frage 
Which of the following best describes the concept of "defense in depth" in cybersecurity?

A. Utilizing multiple layers of security measures to protect against threats
B. Deploying advanced encryption algorithms to secure sensitive data
C. Establishing strong password policies and enforcing multi-factor authentication
D. Regularly conducting training programs for employees to promote cybersecurity awareness

Antwort: A

Begründung:
Defense in depth refers to the practice of implementing multiple layers of security controls and measures to protect against various
cyber threats. This approach reduces the likelihood of a single point of failure and increases the overall resilience of the cybersecurity
infrastructure.

268. Frage 
Which of the following best defines risk management in the context of cybersecurity?

A. The process of identifying, assessing, and prioritizing vulnerabilities in an organization's networks and systems.
B. The process of ensuring the confidentiality, integrity, and availability of an organization's information assets.
C. The process of analyzing potential threats and determining the likelihood and impact of those threats on an organization.
D. The process of mitigating threats to an organization's information assets by implementing appropriate security controls.

Antwort: C

Begründung:
Risk management is the process of identifying, assessing, and prioritizing potential threats to an organization's information assets. By
analyzing the likelihood and impact of these threats, organizations can make informed decisions on how to mitigate risks effectively.
This process involves activities such as risk assessment, risk analysis, risk mitigation, and risk monitoring. The focus is on evaluating
the probability and impact of potential cybersecurity incidents and implementing appropriate measures to reduce or eliminate these
risks.

269. Frage 
Which command-line tool is used for network traffic capture and packet analysis?

A. ping
B. netstat
C. tcpdump
D. nslookup

Antwort: C

Begründung:
The correct command-line tool for network traffic capture and packet analysis is tcpdump. It captures packets that are transmitted
on a network interface, allowing you to analyze the traffic, detect potential security threats, and understand the behavior of network
communications.

270. Frage 
Which of the following log file entries would most likely indicate a successful brute-force attack on an authentication system?



A. "Failed login attempt from user 'bob' at 11:23:45 due to incorrect password."
B. "Multiple failed login attempts from IP address 192.168.1.100 within a short time."
C. "Password reset request from user 'jane' received and processed."
D. "Successful login attempt from user 'admin' at 10:15:32."

Antwort: B

Begründung:
A brute-force attack involves continuously and systematically attempting various combinations of passwords until the correct one is
found. Thus, multiple failed login attempts from a specific IP address within a short time frame is a strong indication of a brute-force
attack. This log entry suggests that an attacker is repeatedly attempting to gain unauthorized access to the system by systematically
cycling through different passwords.
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