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Topic 1
Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
load balance traffic across multiple WAN links.

Topic 2
Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
inspection modes and web filtering, configuring application control, deploying antivirus scanning modes,
and implementing IPS for threat protection.

Topic 3
VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
secure connections.

Topic 4
Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate
cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.

Topic 5
Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
and DNAT for address translation, implementing various authentication methods, and deploying FSSO for
user identification.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q36-Q41):
NEW QUESTION # 36 
Refer to the exhibit. Why did FortiGate drop the packet?

A. It failed the RPF check.
B. It matched an explicitly configured firewall policy with the action DENY.
C. It matched the default implicit firewall policy.
D. The next-hop IP address is unreachable.

Answer: C

Explanation:
The debug trace output shows that the packet was "Denied by forward policy check (policy 0)." In FortiGate, policy ID 0
corresponds to the default implicit deny policy. This means that if a packet does not match any configured firewall policies, it is
denied by the default implicit policy.

NEW QUESTION # 37 
Refer to the exhibit. Based on the routing table shown in the exhibit, which two statements are true? (Choose two.)

A. A packet with the source IP address 10.10.10.10arriving on port2 is allowed if strict RPF is enabled.
B. A packet with the source IP address 10.100.110.10arriving on port3 is allowed if strict RPF is disabled.
C. A packet with the source IP address 10.0.13.10arriving on port2 is allowed if strict RPF is disabled.
D. A packet with the source IP address 10.100.110.10arriving on port2 is allowed if strict RPF is enabled.

Answer: B,C



Explanation:
With strict RPF disabled, asymmetric routing is allowed. So, a packet sourced from
10.100.110.10 (not present in the routing table) and arriving on port3 will be accepted as long as a return route exists (default route
via port2).
With strict RPF disabled, a packet from 10.0.13.10 arriving on port2 is also allowed, even though the routing table expects it to
come via port6, since the system does not enforce the interface check without strict RPF.

NEW QUESTION # 38 
What is the primary FortiGate election process when the HA override setting is enabled?

A. Connected monitored ports > Priority > System uptime > FortiGate serial number
B. Connected monitored ports > HA uptime > Priority > FortiGate serial number
C. Connected monitored ports > Priority > HA uptime > FortiGate serial number
D. Connected monitored ports > System uptime > Priority > FortiGate serial number

Answer: C

Explanation:
If Override DISABLED then: ports > HA Uptime > Priority > SN.
If Overrrid ENABLED then: ports > Priority > HA Uptime > SN.

NEW QUESTION # 39 
You have created a web filter profile named restrict_media-profile with a daily category usage quota. When you are adding the
profile to the firewall policy, the restrict_media-profile is not listed in the available web profile drop down.
What could be the reason?

A. The web filter profile is already referenced in another firewall policy.
B. The naming convention used in the web filter profile is restricting it in the firewall policy.
C. The inspection mode in the firewall policy is not matching with web filter profile feature set.
D. The firewall policy is in no-inspection mode instead of deep-inspection.

Answer: C

Explanation:
Web filter profiles with category usage quotas require the firewall policy to be in proxy-based (deep) inspection mode; if the
inspection mode does not match this requirement, the profile will not appear in the drop-down list.

NEW QUESTION # 40 
What are three key routing principles in SD-WAN? (Choose three.)

A. By default. SD-WAN rules are skipped if only one route to the destination is available.
B. SD-WAN rules have precedence over any other type of routes.
C. Regular policy routes have precedence over SD-WAN rules.
D. By default. SD-WAN rules are skipped if the included SD-WAN members do not have a valid route to the destination.
E. By default. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: B,D,E

Explanation:
SD-WAN rules are skipped if none of the SD-WAN members have a valid route to the destination.
SD-WAN rules take precedence over other route types.
SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member by default.

NEW QUESTION # 41
......
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