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CompTIA PenTest+ Exam Sample Questions (Q33-Q38):

NEW QUESTION # 33

A penetration tester is testing a new version of a mobile application in a sandbox environment. To intercept and decrypt the traffic
between the application and the external API, the tester has created a private root CA and issued a certificate from it. Even though
the tester installed the root CA nto the trusted stone of the smartphone used for the tests, the application shows an error indicating a
certificate mismatch and does not connect to the server. Which of'the following is the MOST likely reason for the error?

e A. TCP port 443 is not open on the firewall
¢ B. The application has the API certificate pinned.
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e C. The tester is using an outdated version of the application
e D. The API server is using SSL instead of TLS

Answer: B

Explanation:

This is the most likely reason for the error because the application is unable to validate the certificate issued by the tester's private
root CA. Certificate pinning is a process where an application compares the certificate presented by the server with a predefined set
of certificates and only accepts connections if the presented certificate is one of the predefined certificates. This means that the
application will reject any certificate that is not in the predefined set, even if it is valid.

NEW QUESTION # 34
A penetration tester was hired to test Wi-Fi equipment. Which of the following tools should be used to gather information about the
wireless network?

A. Burp Suite
B. Kismet

C. WHOIS
D. BeEF

Answer: B

Explanation:

Kismet is a well-known tool used in penetration testing for wireless network detection, packet sniffing, and intrusion detection. It is
particularly useful for gathering information about Wi-Finetworks as it can detect hidden networks and capture network packets.
This capability allows penetration testers to analyze the wireless environment, identify potential vulnerabilities, and assess the security
posture of the Wi-Fi equipment being tested. Unlike the other tools listed, Kismet is specifically designed for wireless network
analysis, making it the ideal choice for this task.

NEW QUESTION # 35
During an assessiment, a penetration tester plans to gather metadata from various online files, including pictures. Which of the
following standards outlines the formats for pictures, audio, and additional tags that facilitate this type of reconnaissance?

A. EXIF
B. COFF
C.QIF
D. ELF

Answer: A

Explanation:

Metadata extraction allows attackers to collect sensitive information from digital files.

* EXIF (Exchangeable Image File Format) (Option A):

* EXIF metadata contains camera details, GPS coordinates, timestamps, and software versions used to edit the file.
* Attackers use tools like ExifTool to extract metadata for reconnaissance.

NEW QUESTION # 36

A penetration tester identifies an exposed corporate directory containing first and last names and phone numbers for enployees.
Which of the following attack techniques would be the most effective to pursue if the penetration tester wants to compromise user
accounts?

A. Whaling

B. Impersonation
C. Smishing

D. Tailgating

Answer: C



Explanation:

‘When a penetration tester identifies an exposed corporate directory containing first and last names and phone numbers, the most
effective attack technique to pursue would be smishing. Here's why:

Understanding Smishing:

Smishing (SMS phishing) involves sending fraudulent messages via SMS to trick individuals into revealing personal information or
performing actions that compromise security. Since the tester has access to phone numbers, this method is directly applicable.
Why Smishing is Effective:

Personalization: Knowing the first and last names allows the attacker to personalize the messages, making them appear more
legitimate and increasing the likelihood of the target responding.

Immediate Access: People tend to trust and respond quickly to SMS messages compared to emails, especially if the messages
appear urgent or important.

Alternative Attack Techniques:

Impersonation: While effective, it generally requires real-time interaction and may not scale well across many targets.

Tailgating: This physical social engineering technique involves following someone into a restricted area and is not feasible with just
names and phone numbers.

Whaling: This targets high-level executives with highly personalized phishing attacks. Although effective, it is more specific and may
not be suitable for the broader set of employees in the directory.

NEW QUESTION # 37

A penetration tester received a 16-bit network block that was scoped for an assessment. During the assessment, the tester realized
no hosts were active in the provided block of IPs and reported this to the company. The company then provided an updated block
of IPs to the tester. Which of the following would be the most appropriate NEXT step?

A. Terminate the contract.

B. Continue the assessiment.

C. Scan the 8-bit block to map additional missed hosts.
D. Update the ROE with new signatures. Most Voted

Answer: D

NEW QUESTION # 38
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