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Prüfungsfragen mit Lösungen (Q32-Q37):
32. Frage 
An administrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.
Which protocol can the administrator use to enhance security?

A. Use IKEv2, which encrypts peer IDs and prevents exposure.
B. Choose IKEv1 aggressive mode because it simplifies peer identification.
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C. Stick with IKEv1 main mode because it offers better performance.
D. Opt for SSL VPN web mode because it does not use peer IDs at all.

Antwort: A

Begründung:
In ADVPN (Auto-Discovery VPN) configurations, security concerns include protecting peer IDs during VPN establishment. Peer
IDs are exchanged in the IKE (Internet Key Exchange) negotiation phase, and their exposure could lead to privacy risks or targeted
attacks. IKEv2 encrypts peer IDs, making it more secure compared to IKEv1, where peer IDs can be exposed in plaintext in
aggressive mode.
IKEv2 also provides better performance and flexibility while supporting dynamic tunnel establishment in ADVPN.

33. Frage 
Which parameter must be configured to modify the MED value?

A. route-map-out
B. route-overlap
C. distribute-list-out
D. prefix-list-out

Antwort: A

34. Frage 
Refer to the exhibit, which shows an OSPF network.

Which configuration must the administrator apply to optimize the OSPF database?

A. Set the area 0.0.0.1 to the type NSSA in the area border FortiGate.
B. Set an access list in the AS boundary FortiGate.
C. Set a route map in the AS boundary FortiGate.
D. Set the area 0.0.0.1 to the type STUB in the area border FortiGate.

Antwort: D

Begründung:
The OSPF database optimization is necessary to reduce unnecessary routing information and improve network performance. In the
given topology, Area 0.0.0.1 is a non-backbone area connected to Area 0.0.0.0 (the backbone area) through an Area Border
Router (ABR).
To optimize OSPF in this scenario, configuring Area 0.0.0.1 as a Stub Area will:
# Reduce the size of the OSPF database by preventing external routes (from outside OSPF) from being injected into Area 0.0.0.1.
# Allow only intra-area and inter-area routes, meaning routers in Area 0.0.0.1 will rely on a default route for external destinations.
# Improve convergence time and reduce router processing load since fewer LSAs (Link-State Advertisements) are exchanged.



35. Frage 
How will configuring set tcp-mss-sender and set tcp-mss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

A. The TCP packet modifies the packet size only if the size of the packet is less than the one the administrator configured in
the firewall policy.
B. The administrator must consider the payload size of the packet and the size of the IP header to configure a correct value in
the firewall policy.
C. The maximum segment size permitted in the firewall policy determines whether TCP packets are allowed or denied.
D. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.

Antwort: D

Begründung:
The set tcp-mss-sender and set tcp-mss-receiver commands in a firewall policy allow an administrator to adjust the Maximum
Segment Size (MSS) of TCP packets.
This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.
# set tcp-mss-sender adjusts the MSS value for outgoing TCP traffic.
# set tcp-mss-receiver adjusts the MSS value for incoming TCP traffic.
This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.

36. Frage 
Which hardware improves VXLAN performance?

A. CPU
B. CP10
C. NTurbo
D. NPU7

Antwort: D

37. Frage
......
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