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¢ Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning

=R 1 algorithns to detect anomalies, mitigate bot-based threats, and secure APIs through Al-driven analysis.

Understanding how to fine-tune these MIL-based security measures is crucial for ensuring robust

application protection against evolving cyber threats.

¢ Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system

=x 2 settings. Candidates are expected to set up server pools, security policies, and protected hostnames to

ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high

availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.

¢ Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement

advanced threat mitigation strategies using FortiWeb. Candidates must configure the systemto block
=3 known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisis to secure
web-based interactions from potential threats.

¢ Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security

Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisirs.
=X 4 Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systerns. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.
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HEE #37
Which Layer 7 routing method does FortiWeb support?

A. OSPF

B. BGP

C. URL policy routing

D. HTTP content routing

®g. D

Mo,

FortiWeb is a Web Application Firewall (WAF) designed to protect web applications from various threats. Among its features,
FortiWeb supports Layer 7 routing methods, which operate based on the content of the HTTP/HTTPS traffic.

HTTP Content Routing refers to the capability of directing incoming web traffic to specific backend servers based on characteristics
found within the HTTP requests, such as URL paths, headers, or other content. This allows for more granular and efficient
distribution of traffic, ensuring that requests are handled by the appropriate servers based on their content.

Analysis of Options:

A . URL policy routing: While this term suggests routing decisions based on URL policies, it is not a standard termused in
FortiWeb's documentation. FortiWeb's content routing encompasses URL-based decisions, making this option less precise.

B. OSPF (Open Shortest Path First): This is a Layer 3 routing protocol used for IP routing within an Autonomous System. It
operates at the network layer and is not related to Layer 7 routing methods.

C . BGP (Border Gateway Protocol): Another Layer 3 routing protocol, BGP is used for routing between Autonomous Systems on
the internet. It does not pertain to Layer 7 or application-layer routing,

D . HTTP content routing: This aligns with FortiWeb's capabilities to make routing decisions based on the content of HTTP
requests, such as URL paths, headers, or other application-layer data. This is a Layer 7 routing method supported by FortiWeb.
Therefore, the correct answer is D. HTTP content routing,

Reference:

FortiWeb 7.2.6 Administration Guide: "FortiWeb provides advanced Layer 7 load balancing and authentication offload services."
cloud.orange-business.com FortiWeb Data Sheet: "FortiWeb provides advanced Layer 7 load balancing and authentication offload
services." Exclusive Networks FortiWeb on OCB-FE - Installation and Deployment Guide: "FortiWeb provides advanced Layer 7
load balancing and authentication offload services." cloud.orange-business.com These references confirm that FortiWeb supports
HTTP content routing as a Layer 7 routing method.

EE #38
Which of the following is a common challenge when implementing bot mitigation techniques?

A. Difficulty in distinguishing between legitimate and malicious bots
B. Lack of support for mobile devices

C. Incompatibility with web browsers

D. Increased server response times

o2
m
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EE #39
What is the purpose of a CAPTCHA in web application security?

e A Encrypting data in transit
¢ B. Preventing automated form submissions by bots
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¢ C. Authenticating users
¢ D. Securing API endpoints

HE: B

EE #40
Which is true about HTTPS on FortiWeb? (Choose three.)

¢ A Enabling RC4 protects against the BEAST attack, but is not recommended if you configure FortiWeb to only offer TLS
1.2

B. For SNI, you select the certificate that FortiWeb will present in the server pool, not in the server policy.

C. After enabling HSTS, redirects to HTTPS are no longer necessary.

D. In true transparent mode, the TLS session terminator is a protected web server.

E. In transparent inspection mode, you select which certificate that FortiWeb will present in the server pool, not in the server
policy.

HE:. BDE

HE #41
In Reverse proxy mode, how does FortiWeb handle traffic that does not match any defined policies?

A. Non-matching traffic is rerouted to FortiGate
B. Non-matching traffic is allowed

C. non-Matching traffic is held in buffer

D. Non-matching traffic is Denied
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