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HA #74
The head of an IT department sent a directive stating that all company communication must use TLS in order to prevent unauthorized

disclosure of information. Which part of the C-I- A model is the head of IT concerned with?

A. Availability

B. Identity

C. Confidentiality
D. Authorization

E. Integrity
EE: C

A -

The use of TLS (Transport Layer Security) is intended to encrypt data in transit, thereby preventing unauthorized interception and
disclosure.

This is primarily a concern with Confidentiality (D), ensuring information is only accessible to authorized parties.
Identity (A) and Authorization (C) involve user verification and access control but are not the main purpose of TLS.
Availability (B) concerns system uptime.

Integrity (D) ensures data is not altered but encryption mainly addresses confidentiality.

GICSP aligns TLS usage with protecting data confidentiality in ICS commumications.

Reference:

GICSP Official Study Guide, Domain: ICS Security Principles

NIST SP 800-52 Rev 2 (Guidelines for TLS Use)

GICSP Training on Encryption and Data Protection

B #75

Which resource includes a standardized categorization of common software vulnerabilities?

A. CVSS
B. CWE
C.CIp
D. CSC

IEf#: B

AR :

The Common Weakness Enumeration (CWE) (A) is a comprehensive list and taxonomy of common software weaknesses and
vulnerabilities. It provides standardized names and definitions that help organizations identify and mitigate software security issues.
CVSS (B) is a scoring system used to rate the severity of vulnerabilities but does not categorize them.

CSC (C) refers to Critical Security Controls, a set of best practices, not a vulnerability catalog,

CIP (D) relates to Critical Infrastructure Protection standards, not vulnerability taxonomy.

GICSP includes CWE as an essential resource for understanding and classifying software vulnerabilities within ICS.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance MITRE CWE Website GICSP Training on
Vulnerability Management

R #76
Which of the following is a containment task within the six step incident handling process?


https://www.passtest.jp/GICSP-exam.html

A. Checking to ensure that the most recent patches were deployed to a web application server
B. Validate fix using a vulnerability scan of the hosts within the DMZ

C. Re-imaging a workstation that was exhibiting worm+like behaviour

D. Creating a forensic image of a compromised workstation

Ef: C

R

Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.

Re-imaging a compromised workstation (C) is a direct containment action to remove malicious software and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.

(B) Creating forensic images is an evidence preservation task, not containment.

The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Training on Incident Handling Lifecycle

B #77
Which of the following is typically performed during the Recovery phase of incident response?

A. Making a forensic image of the system(s) involved in the incident.

B. Patching and configuring systems to meet established secure configuration standards.

C. Finding the root cause or vector used by the attacker to gain entry and maintain access.
D. Updating the organization's security policies to prevent future breaches.

Ef#: B

fEE L

The Recovery phase in incident response focuses on restoring systems to normal operations and strengthening defenses:

Patching and configuring systems to meet secure standards (B) is a typical recovery activity to prevent recurrence.

Updating security policies (A) is usually part of the Post-Incident Activities or Governance.

Root cause analysis (C) is typically part of the Investigation or Analysis phase.

Forensic imaging (D) is part of the Containment and Eradication phases for evidence preservation.

GICSP aligns recovery activities with system hardening and return to normal operations.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Incident Handling
Guide) GICSP Training on Incident Response Lifecycle

ER#78
What should be considered when implementing fieldbus protocols over an Ethernet network?

A. Different protocols will need a bridging device to talk to each other
B. Different protocols cannot route across the same infrastructure

C. Communications between machines are limited to one host at a time
D. The network cannot be segmented into smaller subnets or VLANSs

IEf#E: A

AR :

Fieldbus protocols are industrial comnumnication standards used at lower levels of ICS networks. When these protocols are
implemented over Ethernet, several considerations arise:

Different fieldbus protocols (such as Modbus TCP, PROFINET, EtherNet/IP) have unique data formats and communication
methods.

To enable communication between devices using different protocols, a bridging device or gateway (D) is typically required to
translate between protocol types.

Other options are incorrect because:

(A) Ethernet allows multiple hosts to communicate simultaneously.

(B) Different protocols can coexist on the same physical infrastructure using VLANS or other segmentation.



(C) Networks can and should be segmented into VLANSs for security and performance.

GICSP covers these considerations in the ICS Security Architecture domain emphasizing protocol interoperability and network
design.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.3 (Fieldbus and Ethernet Protocols)

GICSP Training on Network Protocols and ICS Interoperability
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