MD-102 PriifungGuide, Microsoft MD-102 Zertifikat -
Endpoint Administrator

CWHIZLABS
= Microsoft
ENDPOINT
ADMINISTRATOR

MD-102

NDPOINT o
Preparation Guide ADMINISTRATOR

Auflerdem sind jetzt emnige Teile dieser Fast2test MD-102 Priifungsfragen kostenlos erhéltlich: https//drive.google.convopen?
id=12zxBKTN5Ud0OM4W8BeK W5Ith3URK Q9GMv

Fast2test ist eine Website, die alle Threr Bediirfhisse zur Microsoft MD-102 Zertifizierungspriifing abdecken kann. Mit den
Priifungsmaterialien von Fast2test kénnen Sie die Microsoft MD-102 Zertifizierungspriifing mit einer ganz hohen Note bestehen.

Microsoft MD-102 Priifungsplan:

Thema Einzelheiten
e Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
Thema 1 security and management of device updates by using Intune.

e Manage applications: This section covers skills to manage application implementation, manage updates,
Thema 2 and manage performance to support the performance of users to meet the needs of business organizations.

¢ Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
Therm 3 devices to Microsoft Intune.

¢ Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
Thema 4 devices. It also covers methods to ensure that they meet organizational policies and security standards.

>>MD-102 Priifungs <<

MD-102 Dumps und Test Uberpriifungen sind die beste Wahl fiir Thre
Microsoft MD-102 Testvorbereitung

Egal wie anziechend die Werbung ist, ist nicht so tiberzeugend wie Thre eigene Erfahrung, Aufunserer Webseite konnen Sie die Demo
der Microsoft MD-102 Priifingssoftware kostenlos herunterladen. Wir glauben, solange Sie diese Software, die vielen Leuten bei
der Microsoft MD-102 geholfen hat, probiert haben, werden Sie diese Software sofort mbgen. Benutzen Sie unsere Produkte! Sie
komnnen auch ein IT-Spezalist mit Microsoft MD-102 Priifingszeugnis werden!

Microsoft Endpoint Administrator MD-102 Priifungsfragen mit Losungen
(Q290-Q295):

290. Frage
You have a Microsoft 365 subscription that uses Microsoft Intune Suite.
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You use Microsoft Intune to manage devices.
You need to configure an update ring that meets the following requirements:

* Fixes and improvements to existing Windows functionality can be deferred for 14 days but will install automatically seven days
after that date.

* The installation of new Windows features can be deferred for 90 days but will install autormatically 10 days after that date.
* Devices must restart automatically three days after an update is installed.

How should you configure the update ring? To answer, select the appropriate options in the answer are a. NOTE: Each correct
selection is worth one point.
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Case Study 3 - Contoso, Ltd

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York.

Contoso has a Microsoft 365 ES subscription.

Environment

Network Environment

The network contains an on-premises Active Directory domain named contoso.com The domain contains the servers shown in the
following table.

Name Operating system _\.cﬁvole
DC1 Windows Server 2019 @‘Fﬁ;in controller
Serverl Windows Server 20 _"Member server
Server2 Windows Serve Member server

Contoso has a hybrid Azure Active Directory (Azure AD) tenant named contoso.com
Contoso has a Microsoft Store for Business instance.

Users and Groups

The contoso.com tenant contains the users shown in the following table.



icrosoft Store f
Name Azure AD role D Eg‘so%rt Member of
Userl Cloud device administrator | Basi¢ Purchaser GroupA
Azure AD joined device : :
User2 ) Device Guard signer | GroupB
local administrator
User3 Global reader Purchaser GroupA, GroupB
User4 Global administrator None Grounl
All users are assigned a Microsoft Office 365 license and an Enterprise Mobility + Security E3 license.
Enterprise State Roaming is enabled for Group1 and GroupA.
Group1 and Group2 have a Membership type of Assigned.
Devices
Contoso has the Windows 10 devices shown in the following table.
Name Type Member of. (| " Scope (Tags)
Devicel Corporate-owned Groupl Default
Device2 Corporate-owned Groupl,-Group2 | Tag2
Device3 Personally-owned Groupl Tagl
Deviced 1 /| :Persanallysowned Group2 Tag2
Device5 | Corporate-ownéd Group3 Default

The Windows 10 devices are joined to Azure AD and enrolled in Microsoft Intune.
The Windows 10 devices are configured as shown in the following table.

Name Encz:::i)::e(;::[::ker) Secure Boot VPN connection
Devicel Yes No VPN1
Device?2 Yes Yes VPN1, VPN3
Device3 No No VPN3
Device4 No Yes NA:ANone . Lo
Device5 Yes No VITU None ™~ " &

All the Azure AD joined devices have an executable file named C:\AppA.exe and a folder named D:\Folder1.
Microsoft Endpoint Manager Configuration
Microsoft Endpoint Manager has the compliance policies shown in the following table.

Name Configuration Assignment
Policyl Require BitLocker only Groupl
Policy2 Require Secure Boot only Groupl
Policy3 Require 't (ddkédd Secure Boot Group?2

The Conpliance policy settings are shown in the following exhibit.
These settii@s €onfigure the way the compliance service treats devices. Each device evaluates

these as a BU|It|r{JW‘e\aéE€dEﬁfﬁﬁhddP6hcy which is reflected in device monitoring.

Mark devices with no compliance policy

assigned as © Not Compliant )

( Compliant

Enhanced jailbreak detection ( Enabled Disabled )
Compliance status validity periodydays) O 30 v

The Automatic Enrollment settings have the following configurations:
MDM user scope: GroupA

MAM user scope: GroupB
You have an Endpoint protection configuration profile that has the following Controlled folder access settings:



Name: Protectionl

Folder protection: Enable

List of apps that have access to protected folders: C:\*\AppA.exe

List of additional folders that need to be protected: D:\Folder1

':Assignments:

~ Included groups: Group2, GroupB

Windows Autopilot Configuration

Contoso has a Windows Autopilot deployment profile configured as shown in the following exhibit.

SE=i-1%- PI i
Vindows PC

~ Basics v Out-of-box experience (OOBE) s Assignments @) Review + create

summary

Jasics

Jame Profilel
Jescription -

—onvert all targeted devices to Autopilot Yes

Jevice type Windows PC

Jut-of-box experience (OOBE)

Jeployment mode User-Priven

@in to Azure AD as Azure'AD joined
>kip AD connectivity/chéck (greview) No

.anguage (Region) Operating system default
\utomatically configure keyboard Yes

vicrosoft Software License Terms Hide

rivacy settings Hide

dide change account options Hide

Jser account type Standard

Allow White Glove OOBE No

\pply device name template No

Assignments

ncluded groups Groupl

¥eluded aronins ) ) ) Groiin?

Currently, there are no devices deployed by using Window Autopilot.

The Intune connector for Active Directory is installed on Serverl.

Requirements

Planned Changes

Contoso plans to implement the following changes:

Purchase a new Windows 10 device named Device6 and enroll the device in Intune.

New computers will be deployed by using Windows Autopilot and will be hybrid Azure AD
joined.

Deploy a network boundary configuration profile that will have the following settings:

- Name: Boundaryl

- Network boundary: 192.168.1.0/24

- Scope tags: Tagl

- Assignments:

- - Included groups: Group1, Group2

Deploy two VPN configuration profiles named Connectionl and Connection2 that will have the
following settings:

- Name: Connectionl



- Connection name: VPN

- Connection type: L2TP

- Assigniments:

- - Included groups: Group1, Group2, GroupA

- - Excluded groups: --

- Name: Comnection2

- Connection name: VPN2

- Connection type: IKEv2

- Assigniments:

- - Included groups: GroupA

- - Excluded groups: GroupB

E’urchase an app named App] that is available in Microsoft Store for Business and to assign the
app to all the users.

Technical Requirements

Contoso must meet the following technical requirements:

psers i GroupA must be able to deploy new computers.
_Administrative effort must be mmimized.

Hotspot Question

You implement the planned changes for Connectionl and Connection2.
How many VPN comnections will there be for User] when the user signs in to Devicel and Device2? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Devicel:

Microsoft




Answer Area

Explanation:

Devicel: v

Vi obh W R

Device2: v

W N =

Devicel - 2: Before the planned changes VPN is already configured, VPN2 will be added.
Device2 - 3: VPNI and VPN3 are already configured, VPN2 will be added.
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Your company has a computer named Computer! that runs Windows 10.

Computed was used by a user who left the company.

You plan to repurpose Computer! and assign the computer to a new user.

You need to redeploy Computer] by using Windows Autopilot.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions

Upload the file by using Microsoft Intune.

Generate a CSV file that contains the computer information.
Reset the computer

Generate a JSON file that contains the computer information.

Upload the file by running azcopy. exe.

Answer Area

@
OO

Antwort:

Actions

Upload the file by using Microsoft Intune

|
e T e



Answer Area

iGenerate a CSV file that coptains
ithe c_qmpl.te_r inlf?rr_ngifn. _
Upload the filé by'using Microsoft |
Intune..

Resel the computer. |
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You have a Microsoft 365 subscription that uses Microsoft Intune and contains 100 Windows 10 devices. You need to create
Intune configuration profiles to perform the following actions on the devices:

* Deploy a custom Start layout.

* Rename the local Administrator account.

Which profile type tenmplate should you use for each action? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.

Deploy a custom Start layout: | Device restnction
Delivery optimization
Dewvice restncbon
Endpoint protection
Identity protection

Rename the local Administrator account: _Identity protection >
Delivery optimization

| Device restriction
Endpoipt protection

Deploy a custom Start layout: Device restriction

r‘,_\ vice restncbion

Endpoint prorecnc?n -

Identity protection

RenameTha4ocal Administrator account: | Identity protection
Delivery optimization
Device restriction

IVI i C rO S [ |r1t ntity protection

Explanation:

Device Restrictions
Refhttpsy/www.anoopcnair.comystart-menu-taskbar-custom+layout-intune- cloudpc/#~ text=%E2%80%9D%20 Endpoint
protection -> Local device security options -> Accounts -> Rename Admin Account
Refhttps//www.tenable.convaudits/items/CIS MS InTune for Windows 10 2004 Level 1 vl1.0.1.audit:de2d
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Case Study 1 - Litware inc

General Overview

Litware, Inc. is an international manufacturing company that has 3,000 employees. The company has sales, marketing, research,
human resources (HR), development, and IT departments.

Litware has two main offices in New York and Los Angeles. Litware has five branch offices in Asia.

Existing Environment



Current Business Model

The Los Angeles office has 500 developers. The developers work flexible hours ranging from

11:00 to

22:00. Litware has a Microsoft System Center 2012 R2 Configuration Manager deployment.

During discovery, the company discovers a process where users are emailing bank account information of its customers to internal
and external recipients.

Current Environment

The network contains an Active Directory domain that is synced to Microsoft Azure Active Directory (Azure AD). The functional
level of the forest and the domain is Windows Server 2012 R2. All domain controllers run Windows Server 2012 R2.

Litware has the computers shown in the following table.

| Department Windows version Management | Domain-joined

Plailorm !

Marketing 8.1 .anﬁgumtiun [ Hybrid Azure AD-
Manager Joined

Research 10 | ('un.ﬁg'u ration | -H}'I'I:I'id Azure AD-
Manager Joined

HR 8.1 Configuration Hybrid Azure AD-
Manager joined

Developers 10 Microsoft Intune Azure AD-joined

Sales 10 |‘Microsoft Intune |"Azure AD-joined

The development department uses projects in Azire DevOps to build applications. Most of the employees in the sales department
are contractors. Each contractor is assigned a computer that runs Windows 10. At the end of each contract, the computer is
assigned to different contractor.

Currently, the computers are re-provisioned manually by the IT department.

Problem Statements

Litware identifies the following issues on the network:

- Employees in the Los Angeles office report slow Internet performance when updates are downloading, The employees also report
that the updates frequently consume considerable resources when they are installed. The Update settings are configured as shown in
the Updates exhibit. (Click the Updates button.)

- Management suspects that the source code for the proprietary applications in Azure DevOps in being shared externally.

- Re-provisioning the sales department computers is too time consuming,

Requirements

Business Goals

Litware plans to transition to co-management for all the company-owned Windows 10 computers.

Whenever possible, Litware wants to mmnimize hardware and software costs.

Device Management Requirements

Litware identifies the following device management requirements:

- Prevent the sales department employees from forwarding email that contains bank account information.

- Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in.

- Prevent employees in the research department from copying patented information from trusted applications to untrusted
applications.

Technical Requirements

Litware identifies the following technical requirements for the planned deployment:

- Re-provision the sales department computers by using Windows AutoPilot.

- Ensure that the projects in Azure DevOps can be accessed from the corporate network only.

- Ensure that users can sign in to the Azure AD-joined computers by using a PIN. The PIN must expire every 30 days.

- Ensure that the company name and logo appears during the Out of Box Experience (OOBE) when using Windows AutoPilot.



Settings
Windows 10 and later

Update settings
Servicing channel
* Microsoft product updates @

* Windows drivers

* Set feature update uninstall period
(2 =60 days) @

User experience settings
Automatic update behavior
Active hours.start @

Active hours end @

* Quality update deferral period (days)

* Feature update deferral period (days) &
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|10

Auto install at maintenance time L

§ AM
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Restart checks @

Delivery optimization download mode @ Simple download mode with no peering v
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Youneed to meet the device management requirements for the developers.
What should you implement?

A. Enterprise State Roaming

B. known folder redirection in Microsoft OneDrive
C. hone folders

D. folder redirection

Antwort: A

Begrindung;
httpsz//docs.microsoft.com/en-us/azure/active-directory/devices/enterprise- state-roaming-faqs Microsoft Edge browser settings,
such as favorites and reading list.
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Die Freude, der Erfolg mitbringt, ist riesig. Wir hoffen, dass die anspruchsvolle Software von uns Thnen das Freude des Bestehens
der Microsoft MD- 102 mitbringen. IThr Erfolg ist auch unsere Erfolg. Deshalb bemiithen uns fiir Sie um Ihre Priifimgszertifizierung der
Microsoft MD-102. Wir tun unser Bestes, die Microsoft MD-102 Priifungsunterlagen zu herstellen und den allseitigen Kundendienst
71 bieten.
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