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HashiCorp Terraform-Associate-003 Exam Syllabus Topics:

Topic Details

¢ Manage resource lifecycle: The section covers topics such as Initializing a configuration using terraform init
and its options and generating an execution plan using terraform plan and its options. It also covers the

Topic 1
Pl configuration changes using Terraform Apply and its options.

¢ Create, maintain, and use Terraform modules: In this section of the exam, candidates are tested for creating
a module, using a module in configuration, and topics such as refactoring an existing configuration into

Topic 2
ope modules.

¢ Configure and use Terraform providers: In this section, topics covered include understanding Terraform's
plugin-based architecture and configuring providers. It also covers aliasing, sourcing, and versioning

Topic 3
opie functions.

¢ Develop and troubleshoot dynamic configuration: This section deals with topics such as using language
features to validate configuration query providers using data sources, computing and interpolating data

Topic 4 i . . . .
using HCL functions, and using meta-arguments in configuration.

¢ Collaborate on infrastructure as code using HCP Terraform: In this section, the topics covered include
analyzing the HCP Terraform run workflow, the role of HCP Terraform workspaces and their

Topic 5 . . . S
P configuration options, and the management of provider credentials in HCP Terraform

HashiCorp Certified: Terraform Associate (003) (HCTAO0-003) Sample
Questions (Q155-Q160):

NEW QUESTION # 155
Terraform configuration (including any module references) can contain only one Terraform provider type.

o A False
e B. True

Answer: A

Explanation:

Terraform configuration (including any module references) can contain more than one Terraform provider type. Terraform providers
are plugins that Terraform uses to interact with various cloud services and other APIs. A Terraform configuration can use muiltiple
providers to manage resources across different platforms and services. For example, a configuration can use the AWS provider to
create a virtual machine, the Cloudflare provider to manage DNS records, and the GitHub provider to create a repository.
Terraform supports hundreds of providers for different use cases and scenarios. References = [Providers], [Provider Requirements],

[Provider Configuration]

NEW QUESTION # 156
You have declared a variable called var.list which is a list of objects that all have an attribute id . Which options will produce a list of
the IDs? Choose two correct answers.

A. var.list[*].id

B. [ for o invar.list : 0.Id ]

C. {foromnvarlist:0o=>o0.d }
D. [varlist[ *],id]

Answer: A,B
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Explanation:
These are two ways to produce a list of the IDs froma list of objects that have an attribute id, using either a for expression or a splat
expression syntax.

NEW QUESTION # 157
You should run terraform fitt to rewrite all Terraform configurations within the current working directory to conform to Terraform-
style conventions.

e A False
e B. True

Answer: B

Explanation:

You should run terraform fint to rewrite all Terraform configurations within the current working directory to conform to Terraform-
style conventions. This command applies a subsetof the Terraform language style conventions, along with other minor adjustments
for readability. It is recommended to use this command to ensure consistency of style across different Terraform codebases. The
command is optional, opinionated, and has no customization options, but it can help you and your team understand the code more
quickly and easily. References = : Command: fint : Using Terraform fimt Command to Format Your Terraform Code

NEW QUESTION # 158
Your risk management organization requires that new AWS S3 buckets must be private and encrypted at rest. How can Terraform
Cloud automatically and proactively enforce this security control?

A. By adding variables to each Terraform Cloud workspace to ensure these settings are always enabled
B. Auditing cloud storage buckets with a vulnerability scanning tool

C. With a Sentinel policy, which runs before every apply

D. With an S3 module with proper settings for buckets

Answer: C

Explanation:

The best way to automatically and proactively enforce the security control that new AWS S3 buckets must be private and encrypted
at rest is with a Sentinel policy, which runs before every apply. Sentinel is a policy as code framework that allows you to define and
enforce logic-based policies for your infrastructure. Terraform Cloud supports Sentinel policies for all paid tiers, and can run them
before any terraform plan or terraform apply operation. You can write a Sentinel policy that checks the configuration of the S3
buckets and ensures that they have the proper settings for privacy and encryption, and then assign the policy to your Terraform
Cloud organization or workspace. This way, Terraform Cloud will prevent any changes that violate the policy from being applied.
References = [Sentinel Policy Framework], [Manage Policies in Terraform Cloud], [Write and Test Sentinel Policies for Terraform]

NEW QUESTION # 159
Which of'the following is not a key principle of infrastructure as code?

A. Versioned infrastructure

B. Idempotence

C. Self-describing infrastructure
D. Golden images

Answer: D

Explanation:

Explanation

The key principle of infrastructure as code that is not listed among the options is golden images. Golden images are pre-configured,
ready-to-use virtual machine images that contain a specific set of software and configuration. They are often used to create muiltiple
identical instances of the same environment, such as for testing or production. However, golden images are not a principle of
infrastructure as code, but rather a technique that can be used with or without infrastructure as code. The other options are all key
principles of infrastructure as code, as explained below:

Self-describing infrastructure: This means that the infrastructure is defined in code that describes its desired state, rather than in



scripts that describe the steps to create it. This makes the infrastructure easier to understand, maintain, and reproduce.
Idempotence: This means that applying the same infrastructure code multiple times will always result in the same state, regardless of
the initial state. This makes the infrastructure consistent and predictable, and avoids errors or conflicts caused by repeated actions.
Versioned infrastructure: This means that the infrastructure code is stored in a version control system, such as Git, that tracks the
changes and history of the code. This makes the infrastructure code reusable, auditable, and collaborative, and enables practices
such as branching, merging, and rollback. References

= [Introduction to Infrastructure as Code with Terraform], [Infrastructure as Code in a Private or Public Cloud]

NEW QUESTION # 160
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