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Refer to the exhibit. How does FortiGate handle the traffic with the source IP 10.0.1.130 and the destmation IP 128.66.0.125?

| WIUWPULG I WVULST PVl T WYl IvVoT WWLpIuL

branchl_fgt # show router policy
config router policy
edit 1
set src ™10.0.1.128/255.255.255.128"
set dst ™128.66.0.0/255.255.255.0"
set action deny
next
end

branchl fgt # diagnose sys sdwan serviced

Service(l): Address Mode (IPV4) flags=0x4200 use-shortcut-sla
use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen({l), TOS(0x0/0x0), Protocol (#: "Sxrc(1->€5535) :dst
(1-»65535), Mode (priority).
link-cost-factor (latency), dmkecost-threshold(10),
health-check (Corp_HC)
Members (2) :
1: seq num(2 port2funderlay), alive, latency:
0.769, selected
2: Seq_num(lspo¥®l underlay), alive, latency:
71.022, selected
Application Cdnfrol(3): Microsoft.Portal (4146%,0)
Salesforce (16920,0) Callaboration (0,28)
Src addressi(d):
10 M %.0-10.0.1.255

Service(4): Address Mode (IPV4) flags=0x24200 use-shortcut-sla
use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen({l), TOS(0x0/0x0), Protocol(0): src(l->E5535) :dst
(1-»65535), Mode(sla hash-mode=round-rcbin),
Members (2) :
1: Segq_num(l portl underlay), alive sla(0xl),
gid(2), num of pass(l), selected
2: Seq num(2 port2 underlay), alive sla(0xl),
i

num of pass(l), selected
AEHE: o)

10.0.1.0-10.0.1.255

Dat address(l):
128.66.0.0-128.66.255.255

A. FortiGate routes the traffic flow according to the FIB.

B. FortiGate drops the traffic flow.

C. FortiGate steers the traffic flow through port2.

D. FortiGate load balances the traffic flow through port1 and port2.

Answer: A

Explanation:

On FortiGate, a policy route (PBR) with action deny does not drop the traffic outright. Instead, it prevents the traffic from being
steered by that policy route, and the packet is then handed back to the regular routing lookup (FIB):

Source 10.0.1.130 matches 10.0.1.128/25

Destination 128.66.0.125 matches 128.66.0.0/24

Router policy says action deny — do not use this policy route

Result: FortiGate falls back to the FIB (normal routing table).

NEW QUESTION # 38
Which three reports are valid report types in FortiSASE? (Choose three.)

e A. Shadow IT Report
e B. Vulnerability Assessment Report
e (. Endpoint Compliance Deviation Report



e D. Cyber Threat Assessment
e E. Web Usage Summary Report

Answer: A,B,E

Explanation:

Shadow IT Report: Leveraging the built-in CASB (Cloud Access Security Broker) capabilities, this report identifies "unsanctioned"
or "risky" SaaS applications being used by employees. It helps organizations discover hidden security risks by cataloging cloud
applications that have not been explicitly approved by the IT departiment.

Vulnerability Assessment Report: Since FortiSASE integrates with FortiClient and an embedded EMS, it can aggregate vulnerability
scan data from managed endpoints. This report lists software vulnerabilities found on user devices (OS-level and application-level),
providing a "Security Rating” or posture assessment that is critical for Zero Trust Network Access (ZTNA) enforcement.

Web Usage Summary Report: This report provides a high-level overview of web activity across the SASE deployment. It
categorizes traffic by website categories (e.g., Social Media, Streaming, Malicious Sites), top users by bandwidth, and blocked
requests, helping IT teams understand how internet resources are being consumed by remote workers.

NEW QUESTION # 39

Refer to the exhibits. Two SD-WAN event logs, the member status, the SD-WAN rule configuration, and the health-check
configuration for a FortiGate device are shown.

Immediately after the log messages are displayed, how will the FortiGate steer the traffic based on the information shown in the
exhibits? (Choose one answer)

SD-WAN event logs
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A. FortiGate uses port2 to steer the traffic for SD-WAN rule ID 1.

B. FortiGate uses portl to steer the traffic for SD-WAN rule ID 1.

C. FortiGate uses portl or port2 to steer the traffic for SD-WAN rule ID 1.
D. FortiGate skips SD-WAN rule ID 1.

Answer: A

Explanation:

According to the SD-WAN 7.6 Core Administrator curriculum and the provided exhibits, the traffic steering decision is determined
by the interaction between the Lowest Cost (SLA) strategy and the link health status reported in the event logs.

Rule Strategy (Lowest Cost SLA): The SD-WAN rule configuration for ID 1 (named Critical-DIA) is set to mode sla. In this mode,
the FortiGate will only steer traffic through member interfaces that satisfy the assigned Performance SLA targets.

Member Preference: The rule defines priority-members 1 2. This means that under normal conditions (where both links are healthy),
Member 1 (portl) is the preferred interface because it is listed first.

Event Log Analysis:

The first log message explicitly states: "Member status changed. Member out-of-sla." for Member

1. This indicates that portl has exceeded one of the thresholds (latency, jitter, or packet loss) defined in the Corp HC health check.
The second log confirms: "Number of pass member changed. New Value: 1, Old Value: 2". This verifies that while there were
previously two links passing the SLA, now only one link (Member



2/port2) remains in a passing state.

Steering Decision: Because the rule strategy is mode sla and the primary preferred member (portl) is now out-of-sla, the FortiGate
immediately disqualifies Member 1 from the selection pool for this specific rule. It then moves to the next available member in the
priority list that does satisfy the SLA, which is Member 2 (port2).

NEW QUESTION # 40
Which FortiSASE feature monitors SaaS application performance and connectivity to points of presence (POPs)?

A. Digital experience monitoring
B. FortiView dashboards

C. Event logs

D. Operations widgets

Answer: A

NEW QUESTION # 41
What are three key routing principles of SD-WAN? (Choose three.)

A. SD-WAN members are skipped if they do not have a valid route to the destination.

B. Directly connected routes have precedence over SD-WAN rules.

C. Policy routes have precedence over SD-WAN rules.

D. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
E. SD-WAN rules are skipped if the best route to the destination is a static route.

Answer: A,C,D

Explanation:

An SD-WAN member is used only if it has a valid route to the destination; otherwise it is skipped.
Ifthe best route to the destination does not use an SD-WAN member, SD-WAN rules are skipped.
Policy routes always take precedence over SD-WAN rules, following FortiGate's routing hierarchy.

NEW QUESTION # 42
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