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GIAC Strategic Planning, Policy, and Leadership (GSTRT) Sample Questions
(Q87-Q92):

NEW QUESTION # 87
What is a critical outcome of conducting a thorough security gap analysis?
Response:

A. Elimnating the need for regular security assessments

B. Reducing the organization's overall cybersecurity budget

C. Identifying areas where the current security program is falling short and providing recommendations for improvement
D. Replacing the entire security team

Answer: C

NEW QUESTION # 88
What is a common challenge organizations face when managing cybersecurity policies?
Response:

A. Reducing the number of policies to the absolute minimum

B. Maintaining policy relevance in a rapidly changing threat environment
C. Ensuring all employees have the same level of access

D. Outsourcing policy management to third parties

Answer: B

NEW QUESTION # 89
Which of the following is a key consideration when performing a cost-benefit analysis of a security program?
Response:

A. The upfront cost of security tools only

B. The cost of implementing security measures versus the potential financial impact of a security breach
C. The tie it takes to train employees on the security program

D. The salary of the security team

Answer: B

NEW QUESTION # 90
What is the primary purpose of conducting a threat modeling exercise in an organization?
Response:

A. To delay the deployment of new security technologies

B. To identify potential threats, vulnerabilities, and countermeasures specific to the organization's assets and systens
C. To replace the risk assessment process

D. To ignore the organization's existing security measures

Answer: B

NEW QUESTION # 91
When developing a cybersecurity strategy, why is it important to understand the financial goals of the organization?
Response:

e A To balance the need for security with the organization's financial objectives, ensuring that security investments provide
value
¢ B. To ensure the security budget is unlimited



¢ C. To reduce the security tean's involvement in budgeting
¢ D. To avoid investing in security technologies

Answer: A

NEW QUESTION # 92
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