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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q92-Q97):
NEW QUESTION # 92 
Task: Test connection to Check Point Update Services.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into Gateway.
2- Use: curl -v https://updates.checkpoint.com.
3- Validate certificate and connection success.
4- Check DNS resolution of update servers.
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5- Use SmartConsole > Logs to monitor blocked connections if failed.

NEW QUESTION # 93 
Task: Compare two custom profiles for audit validation.

Answer:

Explanation:
See the Explanation.Explanation:
1- Export both profiles via SmartConsole.
2- Use external diff tool or compare policy settings manually.
3- Focus on blade settings, confidence levels, and exceptions.
4- Document differences and justify configuration choices.
5- Store comparison for audit records.

NEW QUESTION # 94 
Task: Configure a specific protection for DNS tunneling detection.

Answer:

Explanation:
See the Explanation.Explanation:
1- Go to Threat Tools > IPS Protections.
2- Search for "DNS tunneling" and select it.
3- Set action to "Prevent" and tag it for monitoring.
4- Add it to your active IPS profile.
5- Confirm with SmartConsole logs if any events occur post-enforcement.

NEW QUESTION # 95 
Task: Use CLI to test connectivity with IPS update servers.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Gateway.
2- Run: curl -v https://updates.checkpoint.com.
3- Confirm certificate and connection success.
4- Run ips update now for manual update.
5- Check /opt/CPsuite-R81/fw1/log/ips_update.elg for result.

NEW QUESTION # 96 
Task: Monitor Anti-Bot and AV throughput and CPU usage.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Gateway.
2- Run: cpview > press TAB to reach "Threat Prevention."
3- Note values for throughput, scanning rate, and CPU usage.
4- Exit with 'q' and monitor again post-traffic load test.
5- Use this to optimize scan settings if needed.



NEW QUESTION # 97
......
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