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IAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q49-Q54):

NEW QUESTION # 49
What privacy risk is NOT mitigated by the use of encrypted computation to target and serve online ads?

A. The user's information can be leaked to an advertiser through weak de-identification techniques.
B. The user's sensitive personal information is used to display targeted ads.

C. The ad being served to the user may not be relevant.

D. The personal information used to target ads can be discerned by the server.

Answer: A

NEW QUESTION # 50

SCENARIO

Kyle is a new security compliance manager who will be responsible for coordinating and executing controls to ensure compliance
with the company's information security policy and industry standards. Kyle is also new to the company, where collaboration is a
core value. On his first day of new-hire orientation, Kyle's schedule included participating in meetings and observing work n the IT
and compliance departments.

Kyle spent the morming in the I'T department, where the CIO welcomed him and explained that her department was responsible for
IT governance. The CIO and Kyle engaged in a conversation about the importance of identifying meaningful IT governance metrics.
Following their conversation, the CIO introduced Kyle to Ted and Barney. Ted is implementing a plan to encrypt data at the
transportation level of the organization's wireless network. Kyle would need to get up to speed on the project and suggest ways to
monitor effectiveness once the implementation was complete. Barney explained that his short-term goals are to establish rules
governing where data can be placed and to mmnimize the use of offline data storage.

Kyle spent the afternoon with Jill, a compliance specialist, and learned that she was exploring an initiative for a compliance program
to follow self-regulatory privacy principles. Thanks to a recent internship, Kyle had some experience in this area and knew where Jill
could find some support. Jill also shared results of the company's privacy risk assessment, noting that the secondary use of personal
information was considered a high risk.

By the end of the day, Kyle was very excited about his new job and his new company. In fact, he learned about an open position for
someone with strong qualifications and experience with access privileges, project standards board approval processes, and
application-level obligations, and couldn't wait to recommend his friend Ben who would be perfect for the job.

Which of the following should Kyle recommend to Jill as the best source of support for her initiative?

A. Regulators.
B. Corporate researchers.
C. Investors.

D. Industry groups.

Answer: D

Explanation:

Industry groups are an excellent source of support for initiatives involving self-regulatory privacy principles because they offer best
practices, guidelines, and resources specific to the industry. These groups often provide frameworks and standards that help
organizations comply with privacy regulations while also offering networking opportunities with other professionals facing similar
challenges.

References:

* JAPP CIPT Study Guide: Privacy Frameworks and SelfRegulation.

* JAPP Certified Information Privacy Technologist (CIPT) Handbook: Section on Industry Standards and Best Practices.

NEW QUESTION # 51
What Privacy by Design (PbD) element should include a de-identification or deletion plan?

A. Remediation.

B. Security
C. Categorization.
D. Retention.



Answer: D

NEW QUESTION # 52
‘Which of'the following methods does NOT contribute to keeping the data confidential?

A. Referential integrity.

B. K-anonymity.

C. Differential privacy.

D. Homomorphic encryption.

Answer: A

Explanation:

Referential integrity is a database concept that ensures the validity of relationships between data points in different tables but does
not directly address data confidentiality. The methods that contribute to data confidentiality include differential privacy, homomorphic
encryption, and k-anonymity, as these techniques are specifically designed to protect the privacy and confidentiality of the data
subjects. The IAPP emphasizes that confidentiality involves measures to prevent unauthorized access and disclosures, which
referential integrity does not inherently provide.

NEW QUESTION # 53
Value sensitive design focuses on which of the following?

A. Quality and benefit.

B. Ethics and morality.

C. Consent and human rights.
D. Confidentiality and integrity.

Answer: B

Explanation:

* Option A: Quality and benefit are important in design but do not specifically capture the essence of value sensitive design, which is
more about ethical considerations.

* Option B: Value sensitive design integrates considerations of ethics and morality into the technology design process, ensuring that
the resulting systems align with human values.

* Option C: Confidentiality and integrity are key aspects of information security but are not the primary focus of value sensitive
design.

* Option D: Consent and human rights are related to privacy and data protection but are narrower than the broader focus of ethics
and morality in value sensitive design.
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