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¢ FortiClient provisioning and deployment: This section focuses on deploying FortiClient to endpoint devices,
=x 1 creating and assigning endpoint profiles, and implementing endpoint security features to enforce protection
and compliance.

¢ Troubleshooting: This section covers analyzing logs and diagnostic information to identify issues with EMS
FH 2 and endpoints, and resolving common deployment, connectivity, and configuration problemns.

o Zero trust and Security Fabric integration: This domain explains how to integrate EMS with the Fortinet
=x 3 Security Fabric, configure quarantine for compromised endpoints, and implement zero trust network
access to control and secure endpoint connectivity.

¢ FortiClient EMS design and deployment: This domain covers the architecture, core components, and
=X 4 deployment modes of FortiClient EMS. It also includes installing and configuring the server to ensure
proper setup and initial system operation.
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EAE #61
An administrator has lost web access to the FortiClient EMS console, and the web page to access to the console is timing out.
How can the administrator gather information to investigate the issue? (Choose one answer)

A. Download the webserver logs from the PostgreSQL server.

B. Use the CLI diagnostic tool on the EMS server.

C. Download the log generator from the support site and run it on the EMS server.
D. Use the diagnostic logs option from the FortiClient EMS GUL
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According to theFortiClient EMS Administrator Study Guideand officialTechnical Tipsfrom Fortinet, when the web console is
maccessible (e.g., timing out), the administrator must use tools available directly on the server's operating system (CLI) to gather
diagnostic information.

1. Why the CLI Diagnostic Tool (Answer A) is the Correct Choice:

* Availability during Outage:When the GUI is unreachable, the standard "Generate Diagnostic Logs" option within the EMS interface
is also unavailable.

* Windows-based EMS:The administrator can manually run the EMSDiagnosticTool.exe located at C:

\Program Files (x86)\Fortinet\FortiClientEMS\. This tool collects server information, Windows events, and EMS-specific logs into a
compressed file for investigation.

* Linux-based EMS (v7.4+)For newer versions running on Linux, the administrator can use the CLI command: sudo
/opt/forticlienterms/bin/diagnostic_tool -o /tmp/diag to generate a diagnostic package.

* Service Verification:The CLI also allows administrators to verify if critical services (like fcens, apache2, or postgres) are running
or if remote access has been disabled using the emscli utility.

2. Why Other Options are Incorrect:

* B. Download webserver logs from PostgreSQL:PostgreSQL is the database engine for EMS, not the web server. While database
logs are useful, they are not the primary method for gathering general

"diagnostic information" and would typically be collected as part of the CLI diagnostic tool output rather than downloaded directly
from the DB.

* C. Diagnostic logs option from the GUIThis option is impossible to use if the administrator has lost web access and the page is
timing out.

* D. Download log generator from support site:While Fortinet provides various tools on their support site, theEMS Diagnostic
Toolis natively installed with the FortiClient EMS software and is the primary, documented method for troubleshooting the EMS
server itself

HEE #62
An administrator wants to simplify remote access without asking users to provide user credentials Which access control method
provides this solution?

A. ZTNA full mode

B. L2TP

C. ZINA IP/MAC littering mode
D. SSL VPN

HE: A

MY

Simplifying Remote Access:

The administrator wants to simplify remote access without asking users to provide user credentials.

Evaluating Access Control Methods:

ZTNA full mode can provide seamless access by leveraging device identity and posture, elimmating the need for user credentials for
each access request.

Other methods like SSL VPN and L2TP typically require user credentials.

Conclusion:

The correct access control method that provides this solution is ZTNA full mode.



HEE #63
‘Which two third-party tools can an administrator use to deploy FortiClient? (Choose two.)

A. QR code generator

B. C. Microsoft Active Directory GPO
C. B. Microsoft SCCM

D. Microsoft Windows Installer

dd: BC

Y.

Admmistrators can use several third-party tools to deploy FortiClient:

* Microsoft SCCM (System Center Configuration Manager): SCCM is a robust tool used for deploying software across large
numbers of Windows-based systens. It supports deployment of FortiClient through its software distribution capabilities.

* Microsoft Active Directory GPO (Group Policy Object): GPOs are used to manage user and computer settings in an Active
Directory environment. Administrators can deploy FortiClient to multiple machines using GPO software installation settings.
These tools provide centralized and scalable methods for deploying FortiClient across numerous endpoints in an enterprise
environment.

References

* FortiClient EMS 7.2 Study Guide, FortiClient Deployment Section

* Fortinet Documentation on FortiClient Deployment using SCCM and GPO

AR #64
Refer to the exhibit, which shows the output of the ZTNA traffic log on FortiGate.

Log Details x

& General

Absolute Date/Time 2021/11/2508:59:18

Time 08:59:18

Duration Os

Session ID 6308

Virtual Domain root Sae
=RTINETY

& Source

P 100.64.2.253

Source Port 499464
Country/Region Reserved
Source Interface ™ port1

User
|
Destination (
S V o |
P 100.64.1.10
Port 9443
Country/Region Reserved
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Uestinauon intarrace root ‘ ‘
& Application Contr 0
Application Name
Category nned
Risk ndefined
Pro I a 6
iC tcp/9443
ata
eceivedBytes OB
Received 0
Packets
Sent Bytes OB
Sent Packets 0
Message Denied: failed to match an API-
gateway
& Action
Action Deny: policy violation
ie{.“”w © Blocked
ction
Policy ID ZTNA-WAN (4)
Policy UUID  23f88b34-4e0b-51ec-0e83-
dab1019c2d5c
Policy Type Firewall

‘What can you conclude from the log message?

¢ A. The remote user connection does not match the ZTNA rule configuration.

¢ B. The remote user connection does not match the ZTNA firewall policy.

e C. The remote user connection does not match the local-in policy.

¢ D. The remote user connection does not match the ZTNA server configuration.

He: A

ME.

Observation of ZTNA Traffic Log:

The log message indicates that the remote user connection was denied due to failure to match a proxy policy.

Evaluating Log Message:

The message suggests that the connection does not match the existing ZTNA rule configuration, leading to the denial.
Conclusion:

The correct conclusion from the log message is that the remote user connection does not match the ZTNA rule configuration (B).

HE #65
Refer to the exhibit. What is preventing FortiClient from registering with FortiClient EMS?



FortiClient — Zero Trust Fabric Agent

FortiClient - Disconnected

admin

W I rl
:.t
e *™. [Enter Server address or Invitation code:

N ZERO TRUST TELEMETRY

]
H

ems. iraining.lab

The endpoint is blocked from connecting to EMS

F:=:RTINET

A. FortiClient does not have an available license.
B. FortiClient is excluded from management.

C. FortiClient failed the certificate check.

D. FortiClient is not running a supported version.

He:. B

Y.
The message '"The endpoint is blocked from connecting to EMS" indicates that the FortiClient endpoint has been explicitly excluded
from management on FortiClient EMS, preventing regjstration.
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