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36. Frage
‘Which method protects against unauthorized physical access to sensitive data?

A. Software patching

B. Data encryption

C. Firewall configuration
D. Biometric authentication

Antwort: D

Begrindung;

Biometric authentication methods (such as fingerprint scans, facial recognition, or iris scans) provide strong protection against
unauthorized physical access to sensitive systens and data. These methods ensure that only authorized individuals can access
secured facilities or devices.

Option A: Software patching addresses software vulnerabilities, not physical access.

Option B: Data encryption protects data confidentiality, but does not prevent physical access attempts.

Option C: Firewalls protect network access, not physical access.

Thus, biometric authentication protects against unauthorized physical access.

Reference:

WGU Information Technology Management - Cybersecurity and Access Control, section on Biometric Security.

37. Frage
An organization struggles with slow, multi-step payroll operations across disconnected systens.
Which type of software could streamline this process?

A. Training compliance monitoring tool
B. Internal commumication portal

C. Enterprise resource planning

D. Talent development tracking platform

Antwort: C

Begriindung;

An Enterprise Resource Planning (ERP) system integrates key business functions-including finance, payroll, HR, supply chain, and
operations-into a unified platform. By consolidating payroll processes into the ERP, the organization eliminates disconnected
systems, reduces manual steps, and enables faster, more accurate payroll processing,

Option A: Incorrect-talent development focuses on employee growth and training, not payroll.

Option B: Incorrect-training compliance tools track certifications, not payroll.

Option C: Incorrect-internal communication portals improve collaboration, not financial processes.

Thus, the correct solution is Enterprise Resource Planning (ERP) software.

Reference:

WGU Information Technology Management - Enterprise Systens, section on ERP for Business Integration.

38. Frage
How might global population growth impact IT leaders?

¢ A. By supporting the rapid expansion of digital infrastructures
¢ B. By focusing on routine system upkeep instead of expanding
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¢ (. By restricting access to conserve existing resources
¢ D. By delaying upgrades until population trends stabilize

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

Global population growth increases the number of people who need access to technology, communication, data, and digjtal services.
For IT leaders, this trend translates into a need to expand digital infrastructures quickly and strategically to support more users, more
devices, and more data.

Key implications of population growth for IT leadership include:

Planning for greater capacity in networks, storage, and computing power.

Scaling systems to support increased internet usage, online services, and applications.

Extending digital access to new regions, communities, and markets.

Ensuring infrastructure can handle greater demand, traffic, and load while maintaining performance and reliability.

Why the other options are not aligned with typical IT leadership responses:

B . By restricting access to conserve existing resources - Limiting access conflicts with organizational and societal goals to expand
connectivity and inclusion.

C . By delaying upgrades until population trends stabilize - Waiting would create capacity shortfalls and service issues; IT leaders
typically plan ahead of demand.

D . By focusing on routine system upkeep instead of expanding - Routine maintenance remains important, but population growth
pushes leaders to prioritize expansion and scalability, not just upkeep.

Therefore, global population growth most directly impacts IT leaders by supporting and driving the rapid expansion of digital
mffastructures, making A the correct answer.

39. Frage
Which type of software would a company use to view the physical world with computer-generated layers of information added to it?

A. Intelligent agent
B. Augmented reality
C. Expert systems
D. Neural network

Antwort: B

Begrindung;

* Understanding Augmented Reality (AR):

* AR overlays digital content onto the physical world, enhancing real-world environments with computer-generated information.
* Examples include AR applications for navigation, product visualization, and immersive training,

* Use Case in Organizations:

* Companies use AR to provide enriched customer experiences, visualize complex data, and streamline operations.

* For exanple, AR apps can show additional product details or simulate how a product fits into a real-world environment.

* Why Other Options Are Incorrect:

* Option A (Expert systems):Expert systems use rule-based logic to solve problems but do not overlay nformation on the real
world.

* Option B (Intelligent agent):Intelligent agents automate tasks and do not involve AR functionalities.

* Option C (Neural network):Neural networks focus on data processing, not augmenting reality.

References:

* "Augmented Reality in Enterprise Applications” - Harvard Business Review

* AR Standards and Applications - AR Association

40. Frage
Why is user consent important in data collection?

A. Tt replaces the need for user privacy policies.

B. It confirms that users agree to specific data use.
C. It allows flexible data use without safeguards.

D. It authorizes indefinite use without further review.



Antwort: B

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

User consent is a fundamental principle in responsible data collection and privacy management. It ensures that individuals are
informed about what data is being collected, how it will be used, and under what conditions, and that they agree to that specific use.
Consent provides a clear legal and ethical basis for processing personal data and supports transparency and trust between users and
the organization.

With valid consent, users understand and approve the purpose and scope of data processing. This aligns with many privacy
regulations and best practices, which require that organizations collect and use data only for specified, legitimate purposes that the
user has been made aware of and has agreed to.

Option A is incorrect because consent does not grant unlimited or indefinite rights; data use is typically limited to the purposes and
conditions disclosed at the time consent is obtained.

Option B is incorrect because user consent does not replace privacy policies; privacy policies remain necessary to explain data
practices in detail.

Option D is incorrect because consent does not remove safeguards; appropriate protections and controls are still required.

Thus, user consent is important because it confirms that users agree to specific data use, making C the correct answer.
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