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WGU Managing Cloud Security (JY02) Sample Questions (Q203-Q208):
NEW QUESTION # 203 
Which action should a customer take to add an extra layer of protection to the data stored in a public cloud environment?

A. Use web application firewalls (WAFs)
B. Use additional encryption for sensitive files and folders
C. Use database activity monitoring (DAM)
D. Use block storage instead of file storage

Answer: B

Explanation:
While cloud providers typically offer built-in encryption, customers should applyadditional encryptionfor sensitive data to maintain
defense-in-depth. Encrypting files and folders before uploading them ensures that even if provider-side protections fail, data remains
confidential.
WAFs protect applications from web threats, DAM tools monitor database use, and block storage versus file storage is an
architecture choice. None of these directly provide an extra protective layer for stored data.
By maintaining control of their encryption keys, customers ensure compliance with data protection standards such as GDPR,
HIPAA, or PCI DSS. This practice also mitigates insider threats within the provider's environment and supports secure multi-cloud
strategies. Encryption remains the strongest safeguard for protecting sensitive files in public cloud storage.

NEW QUESTION # 204 
Which countermeasure should be taken during the containment, eradication, and recovery phase of the incident response lifecycle?

A. Validate alerts
B. Build timeline of attack
C. Take systems offline
D. Identify training

Answer: C

Explanation:
During the containment, eradication, and recovery phase of the incident response lifecycle, immediate action is taken to limit damage,
remove the threat, and restore normal operations. Managing Cloud guidance explains that isolating affected systems is a key
containment activity.
Taking systems offline prevents attackers from continuing malicious activity, stops further data loss, and allows remediation to occur
safely. Once contained, systems can be cleaned, patched, restored from backups, and securely returned to service.
Validating alerts occurs during detection and analysis, identifying training needs belongs to lessons learned, and building a timeline of
attack supports forensic analysis. Therefore, taking systems offline is the correct countermeasure in this phase.

NEW QUESTION # 205 
Which requirement for cross-border data transfer is part of the General Data Protection Regulation (GDPR)?

A. Demonstration of adequate level of protection similar to GDPR
B. Acceptance of liability for protection by the transferring entity
C. Formal consent of the data owner
D. Acknowledgement of liability for protection by the entity receiving the data transfer

Answer: A
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Explanation:
GDPR requires a demonstration of an adequate level of data protection equivalent to GDPR standards for cross-border data
transfers. Managing Cloud guidance explains that personal data may only be transferred outside the EU/EEA if the receiving country
or entity ensures appropriate safeguards.
These safeguards may include adequacy decisions, standard contractual clauses, or binding corporate rules.
The goal is to ensure that personal data continues to receive the same level of protection regardless of where it is processed.
Formal consent alone is insufficient, and liability is not transferred exclusively to one party. Therefore, demonstrating adequate
protection is the correct requirement.

NEW QUESTION # 206 
After selecting a new vendor, what should an organization do next as part of the vendor onboarding process?

A. It should confirm contractual details and arrange other details such as technical agreements, data transfers, and encryption
standards with the vendor.
B. It should monitor the practices of the vendor by performing audits and confirming that the vendor is meeting its contractual
agreements.
C. It should evaluate and determine whether the vendor meets the organization's requirements by evaluating its security
policies.
D. It should terminate the relationship with the vendor and dissolve technical agreements, data transfers, and other
connections with the vendor.

Answer: A

Explanation:
Once a vendor has been chosen, the onboarding phase requires confirmingcontractual details and arranging technical agreements.
This includes specifying encryption standards, data transfer methods, SLAs, and compliance responsibilities. These discussions
establish a clear foundation for the partnership.
Auditing and monitoring occur later, during ongoing vendor management. Evaluating requirements and policies occurs earlier, during
vendor selection. Terminating a relationship is an offboarding activity, not onboarding.
Clarifying technical and contractual details at onboarding ensures a secure, compliant, and efficient partnership. It reduces risks of
miscommunication and enforces accountability from the beginning.

NEW QUESTION # 207 
Which country lacks a national law assuring individual personal privacy?

A. New Zealand
B. Israel
C. United States
D. Canada

Answer: C

Explanation:
The United States lacks a single, comprehensive national law assuring individual personal privacy. Managing Cloud principles explain
that U.S. privacy protections are governed by a sector-specific approach, with different laws covering healthcare, finance,
education, and children's data.
Unlike countries with unified privacy legislation, the U.S. relies on a combination of federal, state, and industry-specific regulations.
This fragmented framework contrasts with national privacy laws in countries such as Canada, New Zealand, and Israel.
As a result, organizations operating in the U.S. must navigate multiple regulatory requirements depending on data type and
jurisdiction. Therefore, the United States is the correct answer.

NEW QUESTION # 208
......
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