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Probably you’ve never imagined that preparing for your upcoming certification CWNA-109 could be easy. The good news is that
FreeDumps’s dumps have made it so! The brilliant certification exam CWNA-109 is the product created by those professionals
who have extensive experience of designing exam study material. These professionals have deep exposure of the test candidates’
problems and requirements hence our CWNA-109 cater to your need beyond your expectations.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q34-
Q39):
NEW QUESTION # 34 
XYZ Company has decided to install an 802.11 WLAN system that will support 1083 wireless users, but they are concerned about
network security. XYZ is interested in deploying standardized security features. In addition to WPA2-Enterprise with PEAP and
role-based access control, XYZ would like to support management frame protection as well as a fast secure roaming protocol for
future mobile handsets.
As XYZ Company selects a product to deploy, what two IEEE amendments, which are included in 802.11-
2016, and 802.11-2020 should be supported to provide the management frame protection and fast secure roaming security
features?

A. 802.11j and 802.11z
B. 802.11r and 802.11w
C. 802.11j and 802.11k
D. 802.11k and 802.11v
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Answer: B

Explanation:
The two IEEE amendments that should be supported to provide the management frame protection and fast secure roaming security
features are 802.11r and 802.11w12.
* 802.11r (Fast BSS Transition): This amendment to the IEEE 802.11 standard permits continuous connectivity aboard wireless
devices in motion, with fast and secure client transitions from one Basic Service Set to another1.
* 802.11w (Management Frame Protection): This amendment increases the security of its management frames2.

NEW QUESTION # 35 
Which one of the following is not a factor considered when calculating the Link Budget for an outdoor point-to- point WLAN bridge
link?

A. Transmit power
B. Operating frequency
C. Receive antenna gain
D. MU-MIMO capabilities of the bridges

Answer: D

Explanation:
MU-MIMO capabilities of the bridges are not a factor considered when calculating the Link Budget for an outdoor point-to-point
WLAN bridge link. The Link Budget is acalculation of the expected signal strength at the receiver based on various factors that
affect the RF transmission. Some of these factors are operating frequency, transmit power, receive antenna gain, free space path
loss, cable loss, connector loss, and environmental loss. MU-MIMO stands for Multi-User Multiple Input Multiple Output, which is
a technology that allows multiple devices to communicate simultaneously using multiple spatial streams. MU-MIMO is not relevant
for a point-to-point link, where there are only two devices involved. References: 1, Chapter 2, page
59; 2, Section 2.2

NEW QUESTION # 36 
What cipher suite is specified by the 802.11-2016 standard and is not deprecated?

A. Wired Equivalent Privacy
B. Temporal Key Integrity Protocol
C. Extensible Authentication Protocol
D. Counter Mode with CBC-MAC Pro tocol

Answer: D

Explanation:
The cipher suite specified by the 802.11-2016 standard and is not deprecated is Counter Mode with CBC-MAC Protocol
(CCMP). CCMP is an encryption protocol that uses Advanced Encryption Standard (AES) as the underlying cipher and provides
confidentiality, integrity, and origin authentication for wireless data. CCMP is the mandatory encryption protocol for WPA2 and
WPA3. References: [CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 295; [IEEE
Standard for Information technology-Telecommunications and information exchange between systems Local and metropolitan area
networks-Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications], page 1560.

NEW QUESTION # 37 
What is the final step in an effective troubleshooting process?

A. Notify the users of problem resolution
B. Disable the WLAN
C. Verify the solution
D. Document the results

Answer: D



Explanation:
The final step in an effective troubleshooting process is to document the results. Documentation is essential for keeping track of the
problem history, the actions taken, the solutions implemented, and the outcomes achieved. Documentation can also help to prevent
future problems, improve best practices, and provide feedback for improvement. Documentation should include relevant information
such as problem description, symptoms, root cause analysis, resolution steps, verification methods, and lessons learned. References:
[CWNP Certified Wireless Network Administrator Official Study Guide: Exam CWNA-
109], page 513; [CWNA: Certified Wireless Network Administrator Official Study Guide: Exam CWNA-
109], page 483.

NEW QUESTION # 38 
What statement is true concerning the use of Orthogonal Frequency Division Multiplexing (OFDM) modulation method in IEEE
802.11 WLANs?

A. OFDM implements BPSK modulation to allow for data rates up to 7 Gbps.
B. OFDM was first introduced in 802.11a and is used by the ERP, HT and VHT PHYs as well.
C. OFDM was used by Frequency Hopping Spread Spectrum (FHSS) PHY devices.
D. OFDM modulation is used only in 5 GHz 802.11 transmissions.

Answer: B

Explanation:
OFDM is a modulation method that divides the channel bandwidth into multiple subcarriers, each carrying a single data symbol. This
allows for higher data rates and more robust transmissions in multipath environments.
OFDM was first introduced inthe 802.11a standard, which operates in the 5 GHz band and supports data rates up to 54 Mbps.
Later, the 802.11g standard adopted OFDM for the 2.4 GHz band, and the 802.11n and
802.11ac standards enhanced OFDM with features such as MIMO (Multiple Input Multiple Output), channel bonding, and higher-
order modulation schemes to achieve data rates up to 600 Mbps and 6.9 Gbps, respectively. These standards are collectively
known as the ERP (Extended Rate PHY), HT (High Throughput), and VHT (Very High Throughput) PHYs . References: [CWNA-
109 Study Guide], Chapter 4:
Radio Frequency Signal and Antenna Concepts, page 163; [CWNA-109Study Guide], Chapter 4: Radio Frequency Signal and
Antenna Concepts, page 157.
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