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QUESTION 1

A compary has @ websie hodted on AWS The wobsile is behind an Applcation Load Balancer
(ALB) that i cordigured 1o hardla HTTP and HTTPS separaely. The cempary warts o feeward all
PegUESTE 10 the webida 20 that the reguests wil use HTTPS.

Vihai should a solutions anchitecs do i meat this tequireman 7

A Upddaba 1he ALDE'S netwiek ACL 1o Scoapd anly HTTRS wallic

B, Creang & ndhe al mpiaces e HTTR it e LRL with HTTFS

. Craabd o liEleres fule on i ALB 10 redirect HTTP 1ralfic 1o HTTPS,

0. Reglace lha ALE wilh & Nétwork Load Balancbs conliguted i use Sarver Name Indcation [341).

Answor: C
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QUESTION 2
A company i developing @ two-Ser wob appliication on AWS. The company's developers have
deployad the application on an Amazan EC2 instance that connects deectly 16 a backend Amazon
RDS database, The company musl nol Baidosds databade credenlials in te application. The
compary must alsa imploment o solution 10 aomatically rotate the databass credersals on a
Pl buivies:

WTrECh SORLON will o thess requinamants wil Ih0 LEAST opavasonal chddhaad?

A, Siore the calabase credaniials = T mstance metpdata.
Use Amazon EvertBridge (Amazon CloudWatch Evonts) rules o nan & schaduled AWS Lamdea
funciicn 1hat updates the RDS credentials and instance metadata ot the same &me.

B. Siore the database credentials in & conliguration e in an encrypled Amazon 53 bucked,
Uz amazon EvartBridge (Amazon CloudWatch Evants) rules 1o nan i schiduisd AWS Lambea
tuncticn thal updales the RDS credeniials and the credantals in iha conligumtion fik at ihe sams
timo.
User &3 Wersioning lo ensure B abidity to fall back o previous valuas,

. Store th dalibase credentials a5 i sadet in AWE Secrels Manager.
Tuini an automatic rotasion for the secrot
Aach the deguited peimidaken 1o thi EC2 tole b Grant Sccess [0 the Secel,

0. Siore the database aedentils a8 enciypled parameders in AWS Systems Manager Paramedor
Store.
Toiry o Sulcsmatic rolaton Iof e enonypied paramers,
Anach the requined pemission 1o the EC2 rele 10 grar access. [0 the ancrypied paramalsrs.

Andwar: O

QUESTION 3

A company is dopioying & new public wab appacation o AWS, The apphcaton wil nmn behing an
Applcation Load Balances (ALE),

Tha appacation noeds 1o ba ancrypted ok the sdge with an SSUTLS certilicale that i ssu0d by an
exbainal cerbficate authodity (CA).

The canificate nuse b rosaled sach year before tha conificate sapes.

Wihat shoult 3 solutions archinect do 1 meat Mesa requinemants?

A Usa AWS Condicate Managar (ACM) to istue 30 SSUTLS ceridicate.
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Amazon AWS Certified CloudOps Engineer - Associate Sample Questions
(Q66-Q71):

NEW QUESTION # 66

A CloudOps engineer wants to share a copy of a production database with a migration account.

The production database is hosted on an Amazon RDS DB instance and is encrypted at rest with an AWS Key Management
Service (AWS KMS) key that has an alias of production-rds-key.

‘What must the CloudOps engineer do to meet these requirerments with the LEAST administrative overhead?

¢ A Take a snapshot of the RDS DB instance in the production account. Share the snapshot with the migration account. In the
migration account, create a new KIMS key that has an identical alias.

¢ B. Use native database toolsets to export the RDS DB instance to Amazon S3. Create an S3 bucket and an S3 bucket policy
for cross-account access between the production account and the migration account. Use native database toolsets to import
the database from Amazon S3 to a new RDS DB mstance.

e (. Take a snapshot of the RDS DB instance in the production account. Amend the KMS key policy of the production-rds-
key KMS key to give access to the migration account's root user. Share the snapshot with the migration account.

¢ D. Create an RDS read replica in the migration account. Configure the KMS key policy to replicate the production-rds-key
KMS key to the migration account.

Answer: C

Explanation:

Encrypted RDS snapshots can be shared across accounts only if the KMS key that encrypts them allows the target account to use
the key. The CloudOps engineer should (1) take a snapshot of the encrypted RDS mnstance, (2) update the production-rds-key
KMS key policy to grant the migration account access, and then (3) share the snapshot with the migration account. This is the
simplest, fully managed approach with the least administrative overhead.

NEW QUESTION # 67

A company runs an application on a large fleet of Amazon EC2 instances to process financial transactions. The EC2 instances share
data by using an Amazon Elastic File System (Amazon EFS) file system

The company wants to deploy the application to a new Availability Zone and has created new subnets and a mount target in the new
Availability Zone. When a SysOps administrator launches new EC2 instances in the new subnets, the EC2 instances are unable to
mount the file system

What is a reason for this issue?

e A The security group for the mount target does not allow inbound NFS connections from the security group used by the EC2
nstances.

¢ B. The route tables have not been configured to route traffic to a VPC endpoint for Amazon EFS in the new Availability
Zore.

e C. The EFS mount target has been created in a private subnet.

¢ D. The IAM role that is associated with the EC2 instances does not allow the efs:MountFileSystem action.

Answer: A

Explanation:

When you add a new EFS mount target in a new Availability Zone, that mount target has its own security group. For the EC2
mstances in that AZ to mount the file system over NFS, the mount target's security group must allow inbound TCP 2049 (NFS)
from the EC2 instances' security group.

Ifthat rule isn't there, the instances can see the mount target in the same VPC/AZ but can't complete the NFS connection, so the
mount fails.

NEW QUESTION # 68

A company is using AWS CloudTrail and wants to ensure that SysOps administrators can easily verify that the log files have not
been deleted or changed.

‘Which action should a SysOps administrator take to meet this requirement?



A. Enable CloudTrail log file integrity validation when the trail is created or updated.

B. Configure the S3 bucket to replicate the log files to another bucket.

C. Grant administrators access to the AWS Key Management Service (AWS KMS) key used to encrypt the log files.
D. Turn on Amazon S3 server access logging for the bucket storing the log files.

Answer: A

Explanation:

CloudTrail can produce digest files and sign log files to detect tampering. Enabling log file integrity validation ensures that any
modification or deletion of delivered log files can be detected by verification against the digests and signatures, providing verifiable
evidence of tampering or non-tampering for each log file. This is the standard mechanism used to assure SysOps that logs have not
been altered after delivery.

NEW QUESTION # 69

A CloudOps engineer wants to provide access to AWS services by attaching an [AM policy to multiple IAM users The CloudOps
engineer also wants to be able to change the policy and create new versions.

‘Which combination of actions will meet these requirements? (Choose two.)

A. Add the users to an IAM user group. Attach the policy to the group.

B. Add the users to an IAM service-linked role. Attach the policy to the role.
C. Create an inline policy.

D. Create a customer managed policy.

E. Create an AWS managed policy.

Answer: A,D

Explanation:

Attaching a policy to a group allows centralized management of permissions for mutltiple users. All users in the group automatically
inherit the policy permissions.

A customer managed policy is reusable, versioned, and editable. You can create new versions of the policy and update or roll back
as needed. Combining this with a user group provides flexible, scalable, and maintainable permission management.

NEW QUESTION # 70

A company runs an application that logs user data to an Amazon CloudWatch Logs log group. The company discovers that personal
information the application has logged is visible in plain text in the CloudWatch logs.

The company needs a solution to redact personal nformation in the logs by default. Unredacted information must be available only to
the company's security team. Which solution will meet these requirements?

e A. Create an OpenSearch domain. Create an AWS Glue workflow that runs a Detect PII transform job and streans the
output to the OpenSearch domain. Configure the CloudWatch log group to stream the logs to AWS Glue. Modify the
OpenSearch domain access policy to allow only the security team to access the domain.

¢ B. Create an Amazon S3 bucket. Create an export task from appropriate log groups in CloudWatch. Export the logs to the
S3 bucket. Configure an Amazon Macie scan to discover personal data in the S3 bucket. Invoke an AWS Lambda function
to move identified personal data to a second S3 bucket. Update the S3 bucket policies to grant only the security team access
to both buckets.

e C. Create a customer managed AWS KMS key. Configure the KMS key policy to allow only the security team to perform
decrypt operations. Associate the KMS key with the application log group.

e D. Create an Amazon CloudWatch data protection policy for the application log group. Configure data identifiers for the
types of personal information that the application logs. Ensure that the security team has permission to call the unmask API
operation on the application log group.

Answer: D

Explanation:

CloudWatch Logs data protection provides native redaction/masking of sensitive data at ingestion and query. AWS documentation
states it can "detect and protect sensitive data in logs" using data identifiers, and that authorized users can "use the unmask action to
view the original data." Creating a data protection policy on the log group masks PII by default for all viewers, satisfying the
requirerment to redact personal information. Granting only the security team permission to invoke the unmask API operation ensures
that unredacted content is restricted. Option B (KMS) encrypts at rest but does not redact fields; encryption alone does not prevent



plaintext visibility to authorized readers. Options A and D add complexity and latency, move data out of CloudWatch, and do not
provide default inline redaction/unmask controls in CloudWatch itself. Therefore, the CloudOps-aligned, managed solution is to use
CloudWatch Logs data protection with appropriate data identifiers and unmask permissions limited to the security team.
References (AWS CloudOps Documents / Study Guide):

* AWS Certified CloudOps Engineer - Associate (SOA-CO03) Exam Guide - Monitoring & Logging

* Amazon CloudWatch Logs - Data Protection (masking/redaction with data identifiers)

* CloudWatch Logs - Permissions for masking and unmasking sensitive data

* AWS Well-Architected Framework - Security and Operational Excellence (sensitive data handling)

NEW QUESTION # 71
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