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‘What is the main goal of Cross-Site Scripting (XSS) attacks?

A. To alter network traffic flow

B. To gain administrative access to a server

C. To trick users into executing malicious scripts in their browsers
D. To performa denial of service on a web server
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Which phase of penetration testing involves gathering information about the target?
A. Exploitation

B. Reconnaissance

C. Post-exploitation

D. Reporting
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What is the purpose of the post-exploitation phase in penetration testing?

e A To test firewall rulesTo ensure that all logs are deleted

¢ B. To perform vulnerability scanning

e C. To ensure that all logs are deleted

¢ D. To determine the value of the data obtained during exploitation
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What is a primary ethical consideration for an ethical hacker?

A. Maximizing the impact of the hack
B. Obtaining maximum knowledge of the system

C. Reporting all found vulnerabilities to the public
D. Ensuring confidentiality of the data
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What is the main goal of password cracking?

A. To gain unauthorized access to a system

B. To recover a password by exploiting vulnerabilities in the system
C. To secure a system by strengthening passwords

D. To encrypt user credentials
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