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Topic 1
Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.

Topic 2
Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling.

Topic 3
Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLANs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.

Topic 4
Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.

Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q93-Q98):
NEW QUESTION # 93 
What is the primary outcome when a device is quarantined on a FortiGate-managed network?
Response:

A. The device is denied access to the network through policy enforcement
B. The device is redirected to a captive portal for login
C. The device's MAC address is blocked by DNS filter
D. The device is forced to reauthenticate using 802.1X

Answer: A

NEW QUESTION # 94 
Which monitoring tools in FortiGate help visualize wireless performance metrics?
(Choose three)
Response:

A. FortiView
B. Spectrum Analysis
C. Log & Report > WiFi Events
D. Heatmaps in FortiPlanner
E. Threat Map

Answer: A,B,C

NEW QUESTION # 95 
What capability does FortiLink NAC add to standard FortiLink behavior?
Response:

A. Distributed SSID roaming
B. VPN failover routing
C. Endpoint-based access control
D. Policy-based routing

Answer: C

NEW QUESTION # 96 
Your team is planning to configure a FortiGate wireless network that automatically quarantines devices using automation stitches.



Which two configurations must be in place for a wireless client to be successfully quarantined upon detecting IOC events?
(Choose two.)
Response:

A. SSIDs must be configured in Bridge mode.
B. Configure FortiGate as a member of a Security Fabric group.
C. FortiAnalyzer must have a valid threat detection services license.
D. Enable Device Detection at the interface level.

Answer: B,C

NEW QUESTION # 97 
Refer to the exhibits.
FortiGate RSSO configuration

FortiGate RSSO Group

FortiGate interface configuration

RSSO authentication has been configured on FortiGate. Port3 has been enabled to receive RADIUS accounting messages. Internet
access is available through port1. FortiGate is successfully handling incoming RADIUS accounting messages, ensuring that RSSO
users are correctly mapped to the RSSO Group user group. The administrator realized that internet access is open to all users and
aims to enforce access restrictions, ensuring that only RSSO users are permitted to have internet access. Which configuration change



should the administrator apply to address this issue? Response:

A. Configure a local user group and manually add users to enforce authentication-based restrictions.
B. Create a second firewall policy from port3 to port1, and select the target destination subnets.
C. Change the RADIUS attribute value setting to match the name of the RADIUS attribute containing the group membership
information of the RSSO users.
D. Modify the firewall policy and add RSSO Group as a Source.

Answer: D

NEW QUESTION # 98
......
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