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Topic Details

¢ Security, Compliance, and Governance for Al Solutions: This domain covers the security measures,

compliance requirements, and governance practices essential for managing Al solutions. It targets security
Topic 1 professionals, compliance officers, and I'T managers responsible for safeguarding Al systens, ensuring
regulatory conpliance, and implementing effective governance frameworks.

¢ Fundamentals of Al and ML: This domain covers the fundamental concepts of artificial intelligence (AI)
and machine learning (ML), including core algorithns and principles. It is aimed at individuals new to Al

Topic 2
ope and ML, such as entry-level data scientists and IT professionals.
¢ Fundamentals of Generative Al: This domain explores the basics of generative Al, focusing on techniques
) for creating new content from learned patterns, including text and image generation. It targets professionals
Topic 3 interested in understanding generative models, such as developers and researchers in Al

¢ Applications of Foundation Models: This domain examines how foundation models, like large language

models, are used in practical applications. It is designed for those who need to understand the real-world
Topic 4 implementation of these models, including solution architects and data engineers who work with Al
technologies to solve complex problems.

¢ Guidelines for Responsible Al: This domain highlights the ethical considerations and best practices for
deploying Al solutions responsibly, including ensuring faimess and transparency. It is aimed at Al

Topic 5 practitioners, including data scientists and compliance officers, who are involved in the development and

deployment of Al systens and need to adhere to ethical standards.

Amazon AWS Certified Al Practitioner Sample Questions (Q87-Q92):

NEW QUESTION # 87
Select the correct Al term from the following list for each statement. Each Al term should be selected one time. (Select THREE.)
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NEW QUESTION # 88

An Al practitioner trained a custom model on Amazon Bedrock by using a training dataset that contains confidential data. The Al
practitioner wants to ensure that the custom model does not generate inference responses based on confidential data.

How should the Al practitioner prevent responses based on confidential data?

A. Delete the custom model. Remove the confidential data from the training dataset. Retrain the custom model.
B. Mask the confidential data in the inference responses by using dynamic data masking.

C. Encrypt the confidential data in the inference responses by using Amazon SageMaker.

D. Encrypt the confidential data in the custom model by using AWS Key Management Service (AWS KMS).

Answer: A

Explanation:

‘When a model is trained on a dataset containing confidential or sensitive data, the model may inadvertently learn patterns from this
data, which could then be reflected in its inference responses. To ensure that a model does not generate responses based on
confidential data, the most effective approach is to remove the confidential data from the training dataset and then retrain the model
Explanation of Each Option:

* Option A (Correct): "Delete the custom model. Remove the confidential data from the tramning dataset.

Retrain the custom model."This option is correct because it directly addresses the core issue: the model has been trained on
confidential data. The only way to ensure that the model does not produce inferences based on this data is to remove the confidential
information from the training dataset and then retrain the model from scratch. Simply deleting the model and retraining it ensures that
no confidential data is learned or retained by the model. This approach follows the best practices recommended by AWS for
handling sensitive data when using machine learning services like Amazon Bedrock.

* Option B: "Mask the confidential data in the inference responses by using dynamic data masking,"This option is incorrect because
dynamic data masking is typically used to mask or obfluscate sensitive data in a database. It does not address the core problem of
the model being trained on confidential data.

Masking data in inference responses does not prevent the model from using confidential data it learned during training,

* Option C: "Encrypt the confidential data in the inference responses by using Amazon SageMaker.'This option is incorrect because
encrypting the inference responses does not prevent the model from generating outputs based on confidential data. Encryption only
secures the data at rest or in transit but does not affect the model's underlying knowledge or training process.

* Option D: "Encrypt the confidential data in the custom model by using AWS Key Management Service (AWS KMS)."This option
is incorrect as well because encrypting the data within the model does not prevent the model from generating responses based on the
confidential data it learned during training,

AWS KMS can encrypt data, but it does not modify the learning that the model has already performed.

AWS Al Practitioner References:

* Data Handling Best Practices n AWS Machine Learning: AWS advises practitioners to carefully handle training data, especially
when it involves sensitive or confidential information. This includes preprocessing steps like data anonymization or removal of
sensitive data before using it to train machine learning models.

* Amazon Bedrock and Model Training Security: Amazon Bedrock provides foundational models and customization capabilities,
but any training involving sensitive data should follow best practices, such as removing or anonymizing confidential data to prevent
unintended data leakage.

NEW QUESTION # 89
A company wants to use Amazon Bedrock. The company needs to review which security aspects the company is responsible for
when using Amazon Bedrock.



A. Securing the company's data in transit and at rest

B. Protecting the infrastructure that hosts Amazon Bedrock

C. Patching and updating the versions of Amazon Bedrock

D. Provisioning Amazon Bedrock within the company network

Answer: A

Explanation:

Comprehensive and Detailed

With Amazon Bedrock, AWS handles infrastructure security and patching (shared responsibility model).
Customrers are responsible for securing their data (encryption, IAM, policies) both in transit and at rest.
Provisioning infrastructure (D) and platform patching (A, B) are AWS responsibilities.

Reference:

AWS Shared Responsibility Model

NEW QUESTION # 90

A company trained an ML model on Amazon SageMaker to predict custormer credit risk. The model shows 90% recall on training
data and 40% recall on unseen testing data.

Which conclusion can the company draw from these results?

A. The model has insufficient training data.

B. The model has insufficient testing data.

C. The model is overfitting on the training data.
D. The model is underfitting on the training data.

Answer: C

Explanation:

The ML model shows 90% recall on training data but only 40% recall on unseen testing data, indicating a significant performance
drop. This discrepancy suggests the model has learned the training data too well, including noise and specific patterns that do not
generalize to new data, which is a classic sign of overfitting,

Exact Extract from AWS Al Documents:

Fromthe Amazon SageMaker Developer Guide:

"Overfitting occurs when a model performs well on training data but poorly on unseen test data, as it has learned patterns specific to
the training set, including noise, that do not generalize. A large gap between training and testing performance metrics, such as recall,
is a common indicator of overfitting," (Source: Amazon SageMaker Developer Guide, Model Evaluation and Overfitting) Detailed
Option A: The model is overfitting on the training data. This is the correct answer. The significant drop in recall from 90% (training) to
40% (testing) indicates the model is overfitting, as it performs well on training data but fails to generalize to unseen data.

Option B: The model is underfitting on the training data. Underfitting occurs when the model perforns poorly on both training and
testing data due to insufficient learning, With 90% recall on training data, the model is not underfitting,

Option C: The model has mnsufficient training data. Insufficient training data could lead to poor performance, but the high recall on
trainingdata (90%) suggests the model has learned the training data well, pointing to overfitting rather than a lack of data.

Option D: The model has msufficient testing data.Insufficient testing data might lead to unreliable test metrics, but it does not explain
the large performance gap between training and testing, which is more indicative of overfitting,

Reference:

Amazon SageMaker Developer Guide: Model Evaluation and Overfitting (https:/docs.aws.amazon.conysagemaker/latest/dg/model-
evaluation.html) AWS Al Practitioner Learning Path: Module on Model Performance and Evaluation AWS Documentation:
Understanding Overfitting and Underfitting (https:/aws.amazon.conm/machine- learning/)

NEW QUESTION # 91
Which metric measures the runtime efficiency of operating Al models?

A. Nummber of training instances

B. Average response time

C. Traming time for each epoch

D. Custorrer satisfaction score (CSAT)

Answer: B



Explanation:

The average response time is the correct metric for measuring the runtime efficiency of operating Al models.

* Average Response Time:

* Refers to the time taken by the model to generate an output after receiving an input. It is a key metric for evaluating the
performance and efficiency of Al models in production.

* A lower average response time indicates a more efficient model that can handle queries quickly.

* Why Option C is Correct:

* Measures Runtime Efficiency: Directly indicates how fast the model processes inputs and delivers outputs, which is critical for real-
time applications.

* Performance Indicator: Helps identify potential bottlenecks and optimize model performance.

* Why Other Options are Incorrect:

* A. Customer satisfaction score (CSAT): Measures customer satisfaction, not model runtime efficiency.

* B. Training time for each epoch: Measures training efficiency, not runtime efficiency during model operation.

* D. Number of training instances: Refers to data used during training, not operational efficiency.

NEW QUESTION # 92
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