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A B (Q161-Q166):

HMA #161
Which User-ID mapping method should be used in a high-security environment where all IP address-to-user mappings should
always be explicitly known?

e A PAN-OS integrated User-1D agent
¢ B. Windows-based User-1D agent

¢ C. GlobalProtect

e D. LDAP Server Profile configuration

IEf#: C

A :

Explanation

https://docs.paloaltonetworks.conmypan-os/10- 1/pan-os-admin/user-id/user-id-concepts/user-mapping/globalprote Because
GlobalProtect users must authenticate to gain access to the network, the IP address-to-username mapping is explicitly known.
Because GlobalProtect users must authenticate to gain access to the network, the IP address-to-username mapping is explicitly
known. This is the best solution in sensitive environments where you must be certain of who a user is in order to allow access to an
application or service.

https’/docs.paloaltonetworks.com/pan-os/10- 1 /pan-os-admin/user-id/user-id-concepts/user-mapping/globalprote

"On sensitive and high security networks, WMI probing increases the overall attack surface, and administrators are recommended to
disable WMI probing and instead rely upon User-ID mappings obtained from more isolated and trusted sources, such as domain
controllers. If you are using the User-ID Agent to parse AD security event logs, syslog messages, or the XML API to obtain User-
ID mappings, then WMI probing should be disabled. Captive portal can be used as a fallback mechanism to re-authenticate users
where security event log data may be stale."

https://knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000CIVPCAO

HH #162
‘Which method will dynamically register tags on the Palo Alto Networks NGFW?

A. XML API or the VM Monitoring agent on the NGFW or on the User-1D agent

B. Restful API or the VMware API on the firewall or on the User-ID agent

C. XML-API or the VMware API on the firewall or on the User-1D agent or the CLI

D. Restful API or the VMWare API on the firewall or on the User-ID agent or the read-only domain controller (RODC)

EfE: A

At
Explanation/Reference:


https://www.xhs1991.com/PCNSE.html

Reference: httpsy//www.paloaltonetworks.com/documentation/80/pan-os/pan-os/policy/register-ip- addresses-and-tags-dynamically

HH #163
Where can a service route be configured for a specific destination IP?

e A. Use Device > Setup > Services > Service Route Configuration > Customize > Destination
¢ B. Use Device > Setup > Services > Services

e C. Use Device > Setup > Services > Service Route Configuration > Customize > [Pv4

e D. Use Network > Virtual Routers, select the Virtual Router > Static Routes > IPv4

EfE: A

A -
https:/knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000CIGICAO

A # 164
An engineer is troubleshooting traffic routing through the virtual router. The firewall uses muitiple routing protocols, and the engineer
is trying to determine routing priority Match the default Administrative Distances for each routing protocol.
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M #165
What is the purpose of the firewall decryption broker?

A. Force decryption of previously unknown cipher suites

B. Inspection traffic within IPsec tunnel

C. Reduce SSL traffic to a weaker cipher before sending it to a security chain of inspection tools
D. Decrypt SSL traffic a then send it as cleartext to a security chain of inspection tools

Ef: A
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