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CrowdStrike Certified Falcon Responder Sample Questions (Q171-Q176):

NEW QUESTION # 171
When performing a "Hash Search', which of the following is NOT a filter available for use?

A. MD5

B. SHA256
C. Filename
D. File Type

Answer: D

NEW QUESTION # 172
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‘When analyzing an executable with a global prevalence of common; but you do not know what the executable is. what is the best
course of action?

A. Do nothing, as this file is common and well known

B. From detection, submit to FalconX for deep dive analysis

C. Fromdetection, use API manager to create a custom blocklist

D. From detection, click the VT Hash button to pivot to VirusTotal to investigate further

Answer: D

NEW QUESTION # 173
Where are quarantine files located on a Mac Endpoint?

A. /tmp/cs/quarantine

B. /Applications/Falcon/Quarantine
C. /Users/Shared/CS/Quarantine
D. /Library/CS/Quarantine

Answer: D

NEW QUESTION # 174
When reviewing CrowdScore Incidents, which of the following statements is INCORRECT?

A. Incidents are defined as inactive afier 10 hours pass without any new related activity.

B. CrowdScore is only visible to users with the 'Falcon Administrator' role.

C. A high CrowdScore indicates a higher likelihood of a sophisticated or widespread attack.
D. Incidents aggregate related detections to reduce alert fatigue.

Answer: A

NEW QUESTION # 175
‘What happens when you open the full detection details?

A. The process explorer opens and the Event Search query is run for the detection

B. The process explorer opens and you're able to view the processes and process relationships
C. The process explorer opens and the detection copies to the clipboard

D. Theprocess explorer opens and the detection is removed fiom the console

Answer: B

NEW QUESTION # 176
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