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HH #281

A security analyst discovers a vulnerability on an unpatched web server that is used for testing machine learning on Bing Data sets.
Exploitation of the vulnerability could cost the organization $1.5 million in lost productivity. The server is located on an isolated
network segment that has a 5% chance of being compromised. Which of the following is the value of this risk?

e A $1.5 million

e B. $1.425 million
e C. $300.000

e D. $75.000

IEf#: D
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B #282

A security analyst is performing a forensic analysis on a machine that was the subject of some historic SIEM alerts.

The analyst noticed some network connections utilizing SSL. on non-common ports, copies of svchost.exe and cmd.exe in
%TEMP% folder, and RDP files that had connected to external IPs.

Which of the following threats has the security analyst uncovered?

A. Ransomware

B. Software vulnerability
C. DDoS

D. APT

IEf#: D

M #283

A security analyst is mvestigate an no client related to an alert from the threat detection platform on a host (10.0 1.25) in a staging
environment that could be running a cryptomining tool because it in sending traffic to an IP address that are related to Bitcoin.
The network rules for the instance are the following;

Rube Dwection |Protocal  |SRC [osT “Port Dwoscrighion
1 nbound  |kp Tany 10.0,1 2680 HTTP
| I 110.0.1

mbound  |cp Larvy 1000, 25 feda

hopy | | 11009 0/2510.0.1 25 |22
udp [vo0125 10002 (53

1P AT U

Which of the following is the BEST way to isolate and triage the host?

A. Remove rules 1.2. and 3.

B. Remove rules 1.2. 3.4. and 5.
C. Remove rules 1.4. and 5.

D. Remove rules 1.2. and 5.

E. Remove rules 4 and 5

F. Remove rules 1.2. 4. and 5.

IEf#: D

H I #284

A computer hardware manufacturer developing a new SoC that will be used by mobile devices. The SoC should not allow users or
the process to downgrade from a newer firmware to an older one. Which of the following can the hardware manufacturer implement
to prevent firmware downgrades?

A. eFuse

B. Trusted execution
C. Encryption

D. Secure Enclave

Ef#: D

M #285

A team of network security analysts is examining network traffic to determine if sensitive data was exfitrated Upon further
mvestigation, the analysts believe confidential data was compromised. Which of me following capattines would BEST defend against
tnts type of sensitive data eifitralUlon?

A. Deploy EDR.

B. Deploy an edge firewal
C. Enaypi the hard drives
D. Implement DLP

Ef: A
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