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HEE #89

HOTSPOT

A systenms administrator deployed a new web proxy server onto the network. The proxy server has two interfaces: the first is
connected to an internal corporate firewall, and the second is connected to an internet-facing firewall. Many users at the company
are reporting they are unable to access the Internet since the new proxy was introduced. Analyze the network diagram and the proxy
server's host routing table to resolve the Internet connectivity issues.

INSTRUCTIONS

Perform the following steps:

1. Click on the proxy server to display its routing table.

2. Modify the appropriate route entries to resolve the Internet connectivity issue.

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.
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Proxy Server Routing Table

Destination Netmask Gateway Interface

0.0.0.0 0.0.0.0
192.168.3.0 192.168.4.1
192.168.4.0 192.168.1.1
192.168.1.1 192.168.3.0
192.168.2.0 192.168.1.0
192.168.1.0 192.168.2.2
192.168.4.1 0.0.0.0
192.168.2.1 192.168.3.1
0.0.0.0 255.255.255.0
192.168.2.1 192.168.3.2
255.255.255.0 192.168.4.0
152.168.3.2 192.168.2.1
192.168.2.2 192.168.2.0

192.168.1.0 255.255.255.0
192.168.3.0 192.168.4.1
192.168.4.0 192.168.1.1
192.168.1.1 192.168.3.0
192.168.2.0 192.168.1.0
192.168.1.0 192.168.2.2
192.168.4.1 0.0.0.0
192.168.2.1 192.168.3.1
0.0.0.0 255.255.255.0
192.168.3.1 192.168.3.2
255.255.255.0 192.168.4.0
192.1_63.'._%.2-H 192.168.2.1

I|r 192/168.2.2 192.168.2.0
s




Proxy Server Routing Table

Destination Netmask Gateway Interface

0.0.0.0 0.0.0.0
192.168.3.0 192.168.4.1
192.168.4.0 192.168.1.1
192.168.1.1 192.168.3.0
192.168.2.0 192.168.1.0
192.168.1.0 192.168.2.2
192.168.4.1 0.0.0.0
192.168.2.1 192.168.3.1
0.0.0.0 255.255.255.0
192.168.3.1 192.168.3.2
255.255:255.0 192.168.4.0
192:168.3:2 192.168.2.1
192.168.2.2 192.168.2.0

192.168.1.0 255.255.255.0
192.168.3.0 192.168.4.1
192.168.4.0 192.168.1.1
192.168.1.1 192.168.3.0
192.168.2.0 192.168.1.0
192.168.1.0 192.168.2.2
192.168.4.1 0.0.0.0
192.168.2.1 192.168.3.1
0.0.0.0 255.255.255.0
192.168.3.1 192.168.3.2
255.255.255.0 192.168.4.0
192.168.3.2 192.168.2.1
192.168.2.2 192.168.2.0

EE #90

An admmnistrator needs to increase the size of an existing RAID 6 array that is running out of available space. Which of the following
is the best way the administrator can perform this task?
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A. Expand the array by changing the RAID level to 10.

B. Replace the array drives one at a time and then expand the array.
C. Expand the array by changing the RAID level to 6.

D. Replace all the array drives at once and then expand the array.

Which of the following attacks is the most difficult to mitigate with technology?

od

W
w

A. Backdoor

B. Phishing

C. SQL mjection
D. Ransonmware




Y.

Explanation

Phishing is a type of attack that is the most difficult to mitigate with technology. Phishing is a technique of deceiving users into
revealing their personal or confidential information, such as passwords, credit card numbers, or bank accounts, by sending them
fraudulent emails or messages that appear to be from legitimate sources. Phishing relies on human factors, such as curiosity, greed, or
fear, to trick users into clicking on malicious links or attachments, or entering their credentials on fake websites. Technology
solutions, such as antivirus software, firewalls, or spam filters, can help detect and block some phishing attempts, but they cannot
prevent users from falling victim to social engineering tactics. References: [CompTIA Server+ Certification Exam Objectives],
Domain 5.0: Security, Objective 5.3: Given a scenario, explain methods and techniques to secure data.

EE #92
A server administrator is installing a new server on a manufacturing floor. Because the server is publicly accessible, security requires
the server to undergo hardware hardening. Which of the following actions should the admnistrator take?

A. Set a BIOS password.
B. Apply driver updates.
C. Close unneeded ports.
D. Disable unused services.

He: A

3.

Explanation

An action that the administrator should take to harden the hardware of a new server is to set a BIOS password.

BIOS (Basic Input/Output System) is a firmware that mitializes the hardware components and settings of a system before loading the
operating system BIOS password is a security feature that requires a user to enter a password before accessing or modifying the
BIOS settings or booting up the system By setting a BIOS password, the administrator can prevent unauthorized or malicious users

from changing the hardware configuration or boot order of the server.
References: CompTIA Server+ SK0-005 Certification Study Guide, Chapter 5, Lesson 5.1, Objective 5.1

EE2 #93

A systems administrator recently installed a new virtual server. After completing the installation, the administrator was only able to
reach a few of the servers on the network. While testing, the administrator discovered only servers that had similar IP addresses
were reachable. Which of the following is the most likely cause of the issue?

A. The subnet mask is incorrect.

B. There is an IP address conflict.

C. The jumbo frames are not enabled.

D. There is an improper DNS configuration.
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