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¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

FH1 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL

¢ Inplementing OS and Workload Protection: This section of the exam measures the skills of OCIT

Administrators and looks at securing workloads and operating systens. It includes the use of OCI Bastion
=H 2 for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.

¢ Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI

Administrators and focuses on identity and access controks. It covers IAM domains, users, groups, and
=3 compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,

¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights

data security practices in OCL. It tests knowledge of using the Key Management Service for encryption
A 4 keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of

Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
=5 include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.
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A2 #19

"A programirer is developing a Node.js application which will run on a Linux server on their on-premises data center. This
application will access various Oracle Cloud Infrastructure (OCI) services using OCI SDKs.

What is the secure way to access OCI services with OCI Identity and Access Management (IAM)?

e A. Create a new OCI IAM user associated with a dynamic group and a policy that grants the desired permissions to OCI
services. Add the on-premises Linux server in the dynamic group.

e B. Create a new OCI IAM user, add the user to a group associated with a policy that grants the desired permissions to OCI
services. In the on-premises Linux server, add the user name and password to a file used by Node.js authentication.

e C. Create an OCI IAM policy with appropriate permissions to access the required OCI services and assign the policy to the
on-premises Linux server."

e D. Create a new OCI IAM user, add the user to a group associated with a policy that grants the desired permissions to OCI
services. In the on-premises Linux server, generate the keypair used for signing API requests and upload the public key to the
TAM user.
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An E-commerce company running on Oracle Cloud Infrastructure (OCI) wants to prevent accidental misconfigurations that could
expose sensitive data. They need an OCI service that can enforce predefined security rules when creating or modifying cloud

resources.
Which OCI service should they use?

A. OCI Web Application Firewall (WAF)

B. OCI Security Zone

C. OCI Identity and Access Management (IAM)
D. OCI Certificates
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"You are designing a secure access strategy for compute instances deployed within a private subnet of an OCI Virtual Cloud
Network (VCN). Your security policy requires that no compute instances in the private subnet should have direct Internet access,
and administrative access should be controlled.

Which statement best describes the role of an OCI Bastion in securing access to these private compute instances?

A. Tt serves as a secondary authentication point, verifying user credentials before granting access to the compute instance.
B. It acts as a firewall, blocking any external access to the private compute instance.

C. It creates a secure, publicly accessible entry point to access target resources in a private subnet."

D. It provides a direct public endpoint for the compute instance, enabling remote access.

HE. C
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You are the first responder of a security incident for ABC Org, You have identified several IP addresses and URLs in the logs that
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you suspect may be related to the incident. However, you need more information to confidently determine whether they are indeed
malicious or not.
‘Which OCT service can you use to obtain a more refined information and confidence score for these identified indicators?

A. OCI Web Application Firewall
B. OCI Threat Intelligence

C. OCI Security Zones

D. OCI Incidence Responder
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Task 2: Create a Compute Instance and Install the Web Server
Create a compute instance, where:

Name: PBT-CERT-VM-01

Image: Oracle Linux 8

Shape: VM. Standard. A1.Flex

Subnet: Compute-Subnet-PBT-CERT

Install and configure Apache web server:

a.

Install Apache

sudo yum -y install httpd

b.

Enable and start Apache

sudo systemctl enable httpd

sudo systemctl restart httpd

2. Install and configure Apache web server:

a. Install Apache

sudo yum -y install httpd

b. Enable and start Apache

sudo systemctl enable httpd

sudo systemctl restart httpd

c. Configure firewall to allow HTTP traffic (port 80)
sudo firewall-cmd --permanent --add-port=80/tcp
sudo firewall-cmd --reload

d. Create an index.htim file

sudo bash -c¢ 'echo You are visiting Web Server 1 >> /var/www/html/index.html' Enter the OCID of the created compute instance
PBT-CERT-VM-01 in the text box below.

He:
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See the solution below in Explanation.

Explanation:

Task 2: Create a Compute Instance and Install the Web Server

Step 1: Create the Compute Instance

* Login to the OCI Console.

* Navigate toCompute>Instances.

* ClickCreate Instance.

* Enter the following details:

* Name: PBT-CERT-VM-01

* Compartment: Select your assigned compartment.

* Placement: Leave as default or select an availability domain (e.g., Availability Domain 1).
* Image: ClickChange Image, selectOracle Linux 8, and confirm

* Shape: ClickChange Shape, selectVM.Standard. Al.Flex, and configure:
* OCPUs: 1 (or adjust as needed)

* Memory: 6 GB (or adjust as needed)

* Networking:

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select Compute-Subnet-PBT-CERT.



* Leave public IP assignment enabled for internet access.

* SSH Key: Provide your public SSH key (upload or paste) for secure access.

* ClickCreateand wait for the instance to be provisioned.

Step 2: Connect to the Compute Instance

* Once the instance is created, note thePublic [P Addressfrom the instance details page.

* Use an SSH client to connect:

* Command: ssh -1 <private-key-file> opc@<public-ip-address>

* Replace <private-key-file> with your private key path and <public-ip-address> with the instance' s public IP.
Step 3: Install and Configure Apache Web Server

* Install Apache:

* Run: sudo yum -y install httpd

* Enable and Start Apache:

* Run: sudo systemctl enable httpd

* Run: sudo systemctl restart httpd

* Configure Firewall to Allow HTTP Traffic (Port 80):

* Run: sudo firewall-cmd --permanent --add-port=80/tcp

* Run: sudo firewall-cimd --reload

* Create an index.htm File:

* Run: sudo bash -c¢ 'echo "You are visiting Web Server 1" >> /var/www/html/index.html' Step 4: Verify the Configuration
* Open

a web browser and enter http/

<public-p-address> to ensure the page displays "You are visiting Web Server 1".

* Ifneeded, troubleshoot by checking Apache status: sudo systemctl status httpd.

Step 5: Retrieve and Enter the OCID

* Qo to the instance details page for PBT-CERT-VM-01 underCompute>Instances.

* Copy theOCID(a long string starting with ocid1.instance., unique to your tenancy).

* Enter the copied OCID exactly as it appears into the text box provided.

Notes

* These steps are based on OCI Compute documentation and Oracle Linux 8 setup guides.

* Ensure the security list PBT-CERT-CS-SL-01 allows inbound traffic on port 22 (SSH) and port 80 (HTTP) if not already

configured.
* The OCID will be unique to your instance; obtain it from the OCI Console after creation
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