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Microsoft AZ-305 Exam Syllabus Topics:

Section Weight ‘ Objectives
- Design identity solutions

¢ 1. Design identity governance
e 2. Design Azure Active Directory architecture
¢ 3. Design authentication and authorization solutions

- Design governance solutions

e . i ¢ 1. Design resource management and organization
g)hlﬁ) II]S Design identity, governance, and monitoring gg(y e 2. Design for governance and compliance
’ e 3. Design Azure Policy and Azure Blueprints

- Design monitoring solutions

e 1. Design logging and monitoring strategies

e 2. Design for observability and alerting

¢ 3. Design monitoring for hybrid and multi-cloud
environments



https://drive.google.com/open?id=1gv-tIFub16P49kTgjZNZcoa61LLTyoyH
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- Design network solutions

¢ 1. Design virtual networks and connectivity
e 2. Design network security and perimeter protection
e 3. Design hybrid networking and connectivity

- Design application and platform solutions

¢ 1. Design for application delivery and performance

¢ 2. Design migration and modernization strategies

e 3. Design infrastructure to align with Well- Architected
Framework

30 -

Topic 2: Design infrastructure solutions 35%

- Design compute solutions

e 1. Select compute options: VM, containers, serverless
e 2. Design application architecture and deployment models
¢ 3. Design compute scaling and availability

- Design data integration and analytics

e 1. Design for big data and analytics workloads
e 2. Design data pipelines and transfer solutions

- Design data storage architecture

e 1. Select appropriate storage services
e 2. Design for data security and compliance
e 3. Design for data consistency, durability, and availability

o . 20 -
Topic 3: Design data storage solutions 5%

- Design relational and non-relational data stores

e 1. Design Azure SQL solutions
e 2. Design Cosmos DB solutions
o 3. Design other database and storage options

- Design high availability solutions
e 1. Design for high availability across components
e 2. Design load balancing and failover strategies

- Design disaster recovery solutions

¢ 1. Define recovery objectives (RTO/RPO)
Topic 4: Design business continuity solutions 15 O- °2 Des%gn hybrid and multi-region DR archltecture.s
20% e 3. Design Azure Site Recovery and other DR options

- Design backup solutions

e 1. Select backup tools and services
e 2. Design backup strategies for compute, storage, and
databases
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A B R RE (Q305-Q310):

B #305
You have the resources shown in the following table.

Type Resource group
Azure virtual machine RG1
On-premises winual machine Not applicable

You create a new resource group in Azure named RG2.

Youneed to move the virtual machines to RG2.

‘What should you use to move each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VM1

Azure Migrale
Aure Resource Maver
The Data Migraton Assistant (DMA)

vVilcrosoft

Azure Resource Mover

The Data Migration Assistant (DMA)

.
fEE:
w—Microsoft
VM 1: |Azure Arc
Azure Migrate
Azure Resource Mover
The Data Migration Assistant (DMA)
VMZ: |Azure Ar€
Azure Lighthouse
Azure Resource Mover
The Data Migration Assistant (DMA)
Explanation:

== Microsofto

VM Anureilighthouse

VMZ  Anwe Migrgte 3% ;

I #306

You need to design a storage solution for an app that will store large amounts of frequently used data. The solution must meet the
following requirements:

Maximize data throughput.

Prevent the modification of data for one year.



Minimize latency for read and write operations.

Which Azure Storage account type and storage service should you recommend? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Storage account type:

BlobStorage

BlockBiobStorage

FileStorage _ N\

StorageV2 with Premium performance

StoragéV2 with Standard performance

Storage service:

Blob
File .
Jable

Ef#:
fiE it

Storage account type:

BlobStorage

T — T ——— - — = oo -_—

FileStorage —
StorageV2 with Premium performance
StorageV?2 with Standard performance

Storage service:

- PR,

@lgb_:

File
Table

Explanation:

Box 1: BlockBlobStorage

Block Blob is a premium storage account type for block blobs and append blobs. Recommended for scenarios with high
transactions rates, or scenarios that use smaller objects or require consistently low storage latency.

Box 2: Blob

The Archive tier is an offline tier for storing blob data that is rarely accessed. The Archive tier offers the lowest storage costs, but
higher data retrieval costs and latency compared to the online tiers (Hot and Cool).

Data must remain in the Archive tier for at least 180 days or be subject to an early deletion charge.

Reference:

httpsz/docs.microsoft.conven-us/azure/storage/blobs/archive-blob
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You are designing a virtual machine that will run Microsoft SQL Server and will contain two data disks. The first data disk will store
log files, and the second data disk will store data. Both disks are P40 managed disks.

You need to recommend a caching policy for each disk. The policy must provide the best overall performance for the virtual
machine.

‘Which caching policy should you recommend for each disk? To answer, drag the appropriate policies to the correct disks. Each
policy may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policies Answer Area

None

© Log: Policy

 ReadOnly
=NHcrosoft @ Data: Policy

ReadWrite

Policies Answer Area

e —

References:
httpsz/docs.microsoft.conven-us/azure/virtual- machines/windows/sql/virtual-machines-windows-sql-performanc
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Your company deploys several Linux and Windows virtual machines (VMs) to Azure. The VM are deployed with the Microsoft
Dependency Agent and the Log Analytics Agent installed by using Azire VM extensions.

On-premises connectivity has been enabled by using Azure ExpressRoute.

You need to design a solution to monitor the VM.

Which Azure monitoring services should you use? To answer, select the appropriate Azure monitoring services in the answer area.
NOTE: Each correct selection is worth one point.



Scenario ~ Ayllewonioring erice

Analyze Network Security Group (NSG) flow logs for VMs ] v
attempting Internet access. re Traffic Analytics

Azure ExpressRoute Monitor

e“ \g Azure Service Endpoint Monitor

L)

Azure DNS Analytics

Visualize the VMs with their dilsa }esses and l v

dependencies on othere external processes. [Azure Service Map
\ Azure Activity Log

Azure Service Health
Azure Advisor

Scenario Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs t’ﬂ v
attempting Internet access.

: M [ Cros Oft Azure Service Endpoint Monitor

Azure DNS Analytics

Visualize the VMs with their.different processes and 1 v
dependencies on othertomputers and external processes. [Azire Service Map

Azure Service Health

Azure Advisor
Explanation:
Scenario Azure Monitoring Service
Analyze Network Security Group (NSG) flow logs for VMs | ¢/, § v
attempting Internet access. m Analytics
Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics
Visualize the VMs with their different processes and v
dependencies on other computers and external processes. Azure Service Map
Azure Activity Log
D M N f.t Azure Service Health
] l C I'O S 0 Azure Advisor

———
Box 1: Azure Traffic Analytics
Traffic Analytics is a cloud-based solution that provides visibility into user and application activity in cloud networks. Traffic analytics
analyzes Network Watcher network security group (NSG) flow logs to provide insights into traffic flow in your Azure cloud. With
traffic analytics, you can:
Identify security threats to, and secure your network, with information such as open-ports, applications attempting internet access,
and virtual machines (VM) connecting to rogue networks.
Visualize network activity across your Azure subscriptions and identify hot spots.
Understand traffic flow patterns across Azure regions and the internet to optimize your network deployment for performance and
capacity.
Pinpoint network misconfigurations leading to failed connections in your network.
Box 2: Azure Service Map



Service Map automatically discovers application components on Windows and Linux systems and maps the communication between
services. With Service Map, you can view your servers in the way that you think of then: as interconnected systens that deliver
critical services. Service Map shows connections between servers, processes, inbound and outbound connection latency, and ports
across any TCP-connected architecture, with no configuration required other than the installation of an agent.

References:

httpsz//docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
httpsz/docs.microsoft.conven-us/azure/azure-monitor/insights/service-map

B #309

You need to recommend a solution for the App1 maintenance task. The solution must minimize costs.
‘What should you include in the recommendation?

A. an Azure logic app

B. an Azure virtual machine
C. an Azure function

D. an App Service WebJob

Ef#: B

A -

Explanation

https:/learn.microsoft.com/en-us/azure/azure- flinctions/functions-reference-powershell?tabs=portal
https//learn.microsoft.conven-us/azure/azure- functions/fimctions-create-scheduled- fimction#create-a- timer-trigg
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