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Juniper Security, Associate (JNCIA-SEC) Sample Questions (Q17-Q22):

NEW QUESTION # 17
Which two statements describe what Port Address Translation (PAT) does? (Choose two.)

A. It maps an internal IP address to an external IP address and port number.

B. It maps an external IP address to an internal [P address.

C. It enables multiple external clients to mitiate a connection with multiple internal devices.
D. It enables muiltiple internal devices to share a single external [P address.

Answer: A,D

Explanation:
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PAT (Port Address Translation), also called NAT overload, allows many devices to share a single public IP:

* Option C:Correct. Multiple internal hosts share a single external IP.

* Option D:Correct. Each internal host is mapped to the same public IP but differentiated by unique port numbers.

* Option A'This describes basic static NAT (1-to-1 mapping).

* Option Bincorrect, this describes general NAT behavior but not specific to PAT.

Correct Statements:PAT enables multiple internal devices to share one external IP, and it maps internal IPs to external IP + port.
Reference:Juniper Networks -Source NAT and PAT Operations, Junos OS Security Fundamentals.

NEW QUESTION # 18
Which two statements are correct about unified security policies? (Choose two.)

A. Dynamic applications in unified security policies analyze traffic based on Layer 4 information.
B. Traffic that matches a unified policy will not be evaluated by traditional security policy.
C. Dynamic applications in unified security policies analyze traffic based on Layer 7 information.
D. Traffic that matches a traditional policy will not be evaluated by unified security policy.

Answer: B,C

Explanation:

Traffic that matches a unified security policy is handled exclusively by the unified policy framework and is not further evaluated by
traditional security policies.

Dynamic applications in unified security policies perform deep inspection using Layer 7 (application-layer) information to classify and
control traffic based on application behavior.

NEW QUESTION # 19
‘What happens if no match is found in both zone-based and global security policies?

A. The traffic is discarded by the default security policy.
B. The traffic is redirected to a predefined safe zone.

C. The traffic is logged for firther analysis.

D. The traffic is allowed by default.

Answer: A

Explanation:

SRX devices operate on adefault deny-all policyif no explicit match is found:

* Ifa packet does not match any configuredzone-basedorglobalpolicy, it is implicitly denied.

* The traffic is discarded silently by the default security policy (Option A).

* Option B:No predefined "safe zone" exists.

* Option C:Logging occurs only if explicitly configured; default deny does not automatically log traffic.

* Option DiIncorrect, since the firewall defaults to deny, not permit.

Correct Behavior:Traffic is discarded by the default security policy.

Reference:Juniper Networks -Security Policy Evaluation and Default Deny Behavior, Junos OS Security Fundamentals.

NEW QUESTION # 20
Which two statements are correct about unified security policies on SRX Series Firewalls? (Choose two.)

A. Unified security policies match applications before processing policy statements.
B. Unified security policies can be zone-based or global.

C. Unified security policies with multiple matches use the most restrictive match.

D. Unified security policies use the application identification (AppID) engine.

Answer: B,D

Explanation:

Unified security policies integratetraditional zone-based policieswithapplication-based policies. Their characteristics include:

* Zone-based or global (Option B):Unified policies can be applied as either zone-specific or global policies.

* ApplD engine (Option C):They leverage the AppID engine for application identification, enabling fine-grained control at the



application layer.

* Policy matching (Option A):Policies are evaluated sequentially like standard security policies; applications are not matched before
policy processing.

* Multiple matches (Option D):If multiple policies could match, the first match applies (sequential order), not the "most restrictive."
Correct Statements:B and C Reference-Juniper Networks -Unified Security Policies and AppSecure Integration, Junos OS Security
Fundamentals.

NEW QUESTION # 21
An application firewall processes the first packet in a session for which the application has not yet been identified.
In this scenario, which action does the application firewall take on the packet?

A. Tt allows the first packet.

B. It denies the first packet and sends an error message to the user.
C. It denies the first packet.

D. It holds the first packet until the application is identified.

Answer: D

Explanation:

This is necessary to ensure that the application firewall can properly identify the application and the correct security policies can be
applied before allowing any traffic to pass through. If the first packet was allowed to pass without first being identified, then the
application firewall would not know which security policies to apply - and this could potentially lead to security vulnerabilities or
breaches. So it's important that the first packet is held until the application is identified.

NEW QUESTION # 22
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