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Fortinet EMEA Advanced Support Exam Sample Questions (Q42-Q47):
NEW QUESTION # 42 
Which statement is true about IPsec VPNs and SSL VPNs?

A. All of the above
B. Both SSL VPNs and IPsec VPNs are standard protocols
C. Either a SSL VPN or an IPsec VPN can be established between an end-user workstation and a FortiGate device
D. SSL VPN creates a HTTPS connection. IPsec does not

Answer: A

Explanation:
Both SSL VPN and IPsec VPN are standard protocols supported by FortiGate devices for secure remote access. SSL VPN
typically uses HTTPS (TCP port 443) for encrypted communication, while IPsec uses protocols like IKE and ESP. Both can be
configured between an end-user workstation (e.g., via FortiClient) and a FortiGate device, supporting various authentication
methods. All options are correct, making D the correct answer. Exact extract: "SSL VPN technology uses the standard SSL/TLS
protocol to provide a secure connection to the FortiGate unit. The FortiGate SSL VPN can be configured to use HTTPS..." and
"IPsec VPNs use standardized protocols like IKE and ESP to create secure tunnels... FortiClient supports both IPsec and SSL
VPN connections to FortiGate devices for remote access."

NEW QUESTION # 43 
What are source and destination MAC addresses of an ARP request?

A. The source MAC is that of the sending device and the destination is a multicast address
B. The source MAC is that of the sending device and the destination of the targeted device
C. The source MAC is that of the forwarding switch and destination of the targeted device
D. The source MAC is that of the sending device and the destination MAC is a broadcast address

Answer: D

Explanation:
An ARP (Address Resolution Protocol) request is broadcast to resolve an IP address to a MAC address. The source MAC is the
sender's MAC address, and the destination MAC is the broadcast address (FF:FF:FF:FF:
FF:FF) to reach all devices on the local network. Fortinet devices handle ARP for Layer 2 communication.
Options B, C, and D are incorrect as switches don't originate ARP requests, the target's MAC is unknown, and ARP uses
broadcast, not multicast. Exact extract: "In an ARP request, the source MAC address is that of the sending device, and the
destination MAC address is the broadcast address (FF:FF:FF:FF:FF:FF), sent to all devices in the local network segment."

NEW QUESTION # 44 
In Active FTP who sends the PORT command?

A. There is no PORT command in Active FTP
B. Both
C. The FTP Client
D. The FTP Server

Answer: C

Explanation:
In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the IP address and port number for the data connection... The server then initiates the data connection to the
client's specified port."



NEW QUESTION # 45 
Which of the following protocols operates at Layer 4

A. ARP
B. BGP
C. IPSEC
D. OSPF

Answer: C

Explanation:
IPsec operates at Layer 4 (Transport Layer) in the OSI model, providing secure communication via protocols like ESP and AH,
which work with TCP or UDP. BGP and OSPF are Layer 3 (Network Layer) routing protocols, and ARP operates at Layer 2
(Data Link Layer). Fortinet's FortiGate uses IPsec for VPNs at Layer
4. Exact extract: "IPsec operates at the Transport Layer (Layer 4) to secure communications, encapsulating TCP or UDP packets...
BGP and OSPF function at the Network Layer, while ARP resolves IP to MAC addresses at the Data Link Layer."

NEW QUESTION # 46 
Hybrid cloud means that

A. One customer uses VMs with multiple different operating systems in the same cloud account
B. Cloud provider provides both 32-bit and 64-bit virtual machines
C. The cloud provider uses AMD, Intel and possibly also other CPU vendors
D. Some of the customer's systems are virtualized in the public cloud and some are in the local datacenter

Answer: D

Explanation:
A hybrid cloud combines on-premises infrastructure (local datacenter) with public cloud resources, allowing workloads to operate
across both environments for flexibility and scalability. Fortinet solutions like FortiGate- VM support hybrid cloud deployments.
Option A refers to hardware diversity, C to OS variety, and D to architecture types, none of which define hybrid cloud. Exact
extract: "Hybrid cloud is the combination of public cloud services with an on-premises private cloud or datacenter... This allows
customers to run some systems in the public cloud and others in their local datacenter, managed seamlessly."

NEW QUESTION # 47
......
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